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Abstract—Multi-topology routing is an increasingly popular IP
network management concept that allows transport of diffeent
traffic types over disjoint network paths. The concept is of @r-
ticular interest for implementation of IP fast reroute (IP F RR).
First, it can support guaranteed, instantaneous recovery rbm
any single link or node failure as well as from many combined
failures. Second, different failures result in routing ove different
network topologies, which gives better control of the traffc
distribution in the networks after a failure. The authors have
previously proposed an IP FRR scheme based on multi-topolgg
routing called Multiple Routing Configurations (MRC).

In this paper we present two contributions. First we define
an enhanced IP FRR scheme which we call "relaxed MRC”
(rMRC). Through experiments we demonstrate that rMRC is
an improvement over MRC in all important aspects. Resource
utilization in the presence of failures is significantly beter, both
in terms of paths lengths and in terms of load distribution
between the links. The requirement to internal state in the
routers is reduced as rMRC requires fewer backup topologies
to provide the same degree of protection. In addition to this
the preprocessing needed to generate the backup topologiés
simplified. The second contribution is an extension of rMRC hat
can provide fast reroute in the presence of multiple correltéed
failures. Our evaluations demonstrate only a small penaltyin
path lengths and in the number of backup topologies required

Index Terms—IP fast reroute, multi-topology routing, network
protection, network utilization, correlated failures, shared risk
groups.

|. INTRODUCTION

When there is a connectivity failure or a topological chan

in a network, traditional intra-domain routing protocoikel

OSPF or IS-IS respond by triggering a network-wide r

networks [5]-[9]. These mechanisms compute alternateesout
in advance, which are immediately ready for use by the node
that detects the failure. Such mechanisms have two atteacti
properties. First, they respond quickly to a failure and/prg
packet loss by allowing packet forwarding to continue on
alternate routes while the routing protocol converges a@n th
new topology. Second, they allow routers to delay the sendin
of a failure notification for a period of time while relying
on the available repair path. This way, short-lived faifure
can be handled without triggering a global re-convergence.
A large percentage of experienced network failures aretshor
lived [10], and handling such failures locally can improve
network stability.

Multi-topology (MT) routing is a powerful traffic engineer-
ing and network management concept based on introducing
multiple logical topologies in the network. Each logicaptd-
ogy is used to route a special class of the network traffic,
identifiable from the packet header. For example, multioast
high-priority DiffServ traffic could be routed separatelypiin
the remaining traffic. The IP community has recently shown a
strong interest in this concept, and the standardizationgss
has recently been completed [11], [12].

Multi-topology routing is well suited for implementatiori o
fast local recovery in connectionless IP networks [13]. @he
thors have proposed Multiple Routing Configurations (MRC,

]) as a fast reroute scheme based on MT routing. MRC uses

he logical topologies as the “backup” topologies that, whe

dhe failure is encountered, do not use the failed component

convergence. Information about the failure is broadcashén (link or node) for routing. These backup topologies are texa

network, and all routers in the domain independently cakeu

| SO that for each component exists a backup topology that does

a new valid routing table upon receiving the notificationisTh "0t Use that component for routing [9]. In general, for a node

is a time-consuming process that typically involves a gkab
instability and invalid routing in the network [1], [2]. THane-

scale of this re-convergence process has been significa

reduced with modern routers [3]. However, this is still noftr i ,
h knowledge about the underlying failure.

acceptable for emerging time-critical Internet applicas wit
stringent demands on network availability.

detecting a component failure (i.e., loss of signal to one of
its neighbors) it is hard to know whether the neighbor node
Qythe connecting link is broken. MRC guarantees recovery
gm any single link or node failure, without requiring eiqit

In MRC, link-failure protection requires every link to be

A number of mechanisms for faster failure handling havexcluded from routing in one of the backup topologies. Such
been proposed for both MPLS [4] and connectionless ks are said to be “isolated” in this topology, and theing¥e



is set to infinity. A typical backup topology has many isothteand IP-FRR schemes with 100% failure coverage are required
links, which constrains the routing of recovered traffic. for the future. In addition to the scheme that we improve

In this paper we propose an improved fast reroute scheimmethis paper, reference [5] points at tunneling using Not-

called “relaxed MRC” (rMRC). rMRC does not require thalvia Addresses [7] and Interface Specific Forwarding (FIFR)
all links are isolated, which results in less constrainading [8] as the most viable ones. Any of these can be used as a
and gives two important implications: complement to LFA, or alone.

« First, multi-topology routing allows independent setting Not-via operates similarly to MPLS fast reroute where the
of link weights in the logical topologies. This implies tharouter detecting a failure tunnels the packets to the raafter
traffic can be routed according to a different set of linkhe failed component in the forwarding path. The semantics
weights during the recovery phase than during normaf a Not-via address are that a packet addressed to a Not-via
operation, allowing independent traffic engineering foddress must be delivered to the router with that address, no
each topology. A careful tuning of the link weightsvia the neighboring router. All routers calculate shorfesths
in the logical backup topologies can improve the loatP each Not-via address without using the router which the
distribution in the network after a failure has been erdddress is supposed to protect.
countered [14]. We expect rMRC to further improve this FIFR utilizes the fact that forwarding tables are stored on
ability. each interface, and calculates different forwarding imfation

« Second, existing proactive recovery schemes are desigf@deach interface. Routers will then decide the next hop for
to guarantee recovery from single failures only. Howevea, packet based on destination address and incoming irgerfac
several studies show that multiple simultaneous failurd¥ith this approach it is possible to recover from any single
are not uncommon in practice, and that in most cas&slure. However, since FIFR does not rely on packet marking
there is a correlation between the elements that faltopping packets that are looping is not supported. This may
together [10], [15]. Such failures are often said to belonige a problem when there are more than one failure in the
to a common Shared Risk Group (SRG). Examples oftwork.

common failure corr_elations include IP links sharing ap, important challenge when designing fast reroute
the same conduct, fiber, network card, or router. Th@pemes is to minimize the adverse consequences on the
cause of correlated failures can be natural disastefgicyp paths and traffic distribution [18]. Network operato
terror attacks, power outages or construction Workefgen carefully configure their networks to avoid overlodde
accidentally breaking a fiber conduct [16]. The relaxeg} s The shifting of traffic to alternate links after a faié can
structure of rMRC makes it flexible enough to develop,,q tg congestion and packet loss in parts of the network [19
practical algorithms for fast recovery from SRG failuresypjs can be the case both while the fast-reroute is active and
provided that the topology remains connected. in case of permanent failure, after the re-convergencesssc
This paper is organized as follows. In Sec. Il we provide adppropriate link weight settings can mitigate the packeslo
ditional background and related work in IP FRR and netwoiR all phases.
load optimizations. In Sec. lll we present our relaxed recov To avoid congestion while traffic is being recovered by
ery scheme. The performance evaluation of rMRC includin®/lRC, we use load balancing techniques developed in a traffic
load distribution for the single fault situation is preshin engineering context. The first traffic engineering mectrasis
Sec. IV. In Sec. V we describe and evaluate an extensifor connectionless IP networks were based on finding a set
to rMRC for handling shared risk group failures. We alsof link weights that distributes the load on the availabit$
compare this scheme with the most viable existing fast teroun the network given an estimate of the traffic demands [20],

schemes. We conclude the article in Sec. VI. [21]. Later, more robust methods have been developed that
also take into account variations in the traffic demands {22]
Il. BACKGROUND link failures [23], [24]. In MT-based recovery schemes,doa

IP fast reroute should provide full protection against afid" be distributed during the recovery phase as well [14].

single link and node failures in the network. The IETF IP In [25_]’ the aut_hors_propose to use a cqncept §imi|ar o
FRR framework [5] distinguishes between different recyverMT routing to achieve increased path diversity and incréase
schemes for use in IP networks. The simplest scheme is fgdpustness. They present a method to randomly generate
failure protection using Loop-Free Alternates (LFA, [6I) alternate topologies, and a way for the source node to assign
case of failure, LFA redirects traffic to neighboring nodeg"’“chC to each of them. Thelr method does not gugrant_ee
which have a path to the destination that does not incluffe“overy fro_m all single failures, and the recovery time Is
the failed component. The simplest case is when there (Jiqgger than in other FRR schemes due to signaling delay.

one or more equal cost alternate paths from the detectinglost work on correlated failures has focused on shared
node to the destination (Equal-Cost Multi-Path forwardingisk link group recovery in optical WDM networks and net-
ECMP). ECMP can be used both for load balancing and failuweorks running GMPLS or MPLS (e.g., [26]). Another related
recovery. research topic concentrates on tools for correlated failur
LFA is simple to implement and already available, but doetiagnosis (e.g., [27]). A method for fast recovery from any
not guarantee 100% failure recovery for single link and nod&o concurrent (not correlated) failures is described i8][2
failures [17]. Therefore, LFA is rather a short-term saati The scalability of this scheme is probably too poor for picadt



applications, and it is not covering shared risk groups pé si
larger than two.

Related to the fast reroute approaches described above is
the issue of avoiding transient loops during the re-coreecg
phase after a topology change. Solutions for this problem ha
been proposed both for current link-state routing protecol
[29], and a more general solution that can work with any
routing protocol [30]. Solutions have also been proposed to
avoid packet loss during planned disruptions in BGP session
[31].

IIl. RELAXED MRC

The core idea of MRC and rMRC is to have differéatckup
routing topologies in which certain nodes and links are not
used for the routing of recovered traffic. If a link or node
fails, traffic can still be forwarded in its correspondingkap
topologies. The node detecting that the next hop for a packet
is not reachable in its current topology just needs to switch
the traffic to another still working routing topology.

MRC as presented in [9] creates a set of backup topologies
so that each link and node in the network is isolated in one
of them. Relaxed MRC (rMRC) removes the requirement that
each link must be isolated in a backup topology, and uses the
|sola_ted links only when strictly necessary. We_ now dezacrlt%ig. 1. Sample backup configuration in MRC (a) and relaxed MR). In
the internal structure of the backup topologies in rMRGigures (a) and (b), nodes 3, 4 and 5 are isolated (all theircadf links have
present an algorithm that can create them, and describe ‘Wgght ofw; or more). In (a), links 3-4, 3-6, 3-7, 4-5 and 5-9 are isolated

. . . do not carry any traffic in MRC. In (b), only links 3-4 and 4-%easolated.
forwardmg mechanism in the network nodes. Fig. (c) shows another rMRC backup topology, where nodes &) 8 are

isolated.

A. Definitions

~ We consider a network consisting of a set of nodes V angl necessary to prevent traffic (i.e., shortest paths) froer e
links E defined by the network topology gragh= (V, E). going through an isolated node.

In IP networks, unidirectional links (edges) = (u,v) are  |solated nodes must be placed in backup topologies so that
assigned link weightsu(e). Traffic is carried over the pathsthe following invariant holds:

with the least cumulative link Weights to its destinationittw Invariant 1: All nodes must be connected by a path con-

MT routing, a logical topology’; is defined by assigning sisting only of non-isolated links and nodes.
various link weightsw;(e) to all links e € E such that each This ensures that all nodes can reach each other in all backup
of them can have a different routing. topologies without transiting an isolated node.

Let wy,ax be the maximal normal link weight in the network, Fig. 1a and 1b give an example of a typical backup topology

Le.,1 < w(e) < wmax, Ve € B. We definewr = |E|- wmax 8S o MRC (a) and rMRC (b) where nodes 3, 4 and 5 are
therestricted link weightThe purpose of restricted links is t0isolated. and hence they will not transit any traffic. Thein

influence where shortest paths are laid in backup t°p°|egiesattached to these nodes have the weighbr infinity, which

an%/ acli/c“ﬁl Eath conS|st|r|19t_ of edgehst: Iw(e) tﬁ wrﬂ:n the_ ensures that a shortest path routing algorithm will notctede
network will have a cumulative weight fower than th€ Welghlh, oyer these nodes. The example illustrates that rMRC (b)

.of.a. singl_e restrictgd link. F_inally, we refer to a link Withrequires fewer isolated links (bold-line links) than MRQ.(a
infinite weight as arnisolated link

An rMRC network topology7; comprises the graplds )
and a weight functions; : E — {1,2, ..., wmax,wy,00}. B Backup Topology Construction
rMRC distinguishes between the default topolo@y and rMRC and MRC can guarantee recovery from any link or
backup topologiesl;,i > 0. In Ty no links are restricted, node failure only in biconnected topologies. If the topgiag
i.e., wo(e) < wpax, Ve € E. single-connected, one could decompose it in the bicondecte
For the protection against all single node failures, eactenocomponents and create backup topologies for each of them.
v € V must not be used as a transit node in at least oneBackup topologies may be constructed using different meth-
routing topology7;. Then, we say that is anisolated node ods. Manual construction is possible for smaller topolsgos
in topology7;. Formally, a node € V is isolated in topology one could easily construct algorithms that isolate one wr fe
T; if and only if all its adjacent links have a weight of at leashodes per backup topology.
wy. INTMRC, only links directly connecting two isolated nodes Since the amount of the state required in the routers grows
must be assigned an infinite weight—isolated themselves. Tith the number of backup topologies, algorithms that ereat



Algorithm 1: Basic rMRC backup topology generator. isolate(u,T;) is called. This procedure alters the weights

Input: Desired number of backup topologies graphG of the links adjacent ta:. If a neighbor ofu was already
Output: Backup topologied, ..., T,, if successful isolated, the link between them will get weight (line 3 in
1 forie{l...n}do the proceduresolate). Else, the link will get the weight,

2 T; — (G,wo) I/ Backup topol ogy 1

5 S — 0/l Isolated nodes in T, (line 5). If connected(7;, u) returnsfalse, all other backup

topologies are tried in sequence.

;‘ g:f{_ V(G) /1 Node queue In some cases the specified number of backup topologies is
6 i+ 1 too low for the input grapltz, and the algorithm will have to

7 while Q. # 0 do abort and exit without success (line 18).

g ;:Zf Hrst (Qu) The complexity of the presented rMRC algorithm for topol-
10 repeat ogy creation is, similar to MRC, determined by the loops and
11 if connect ed(Tj},u)) then the complexity of the connectivity testing. An algorithmath

12 L i sol at e(u,T}) tests whether a network is connected is bound to worst case
13 §j = 55U {u} O(|V|+ |E|). The number of runs of the inner loop in Alg. 1

14 else , is bound by the maximum node degrée In worst case, we

15 L = (@G modn)+1 must run through alh configurations to find a configuration

16 until w € S; or i =j where a node can be isolated. The worst case running time

/1 If ¢=75, all backup topologies tried

v ifug S then for the complete algorithm is then bound BYnA|V||E]).

18 | Abort execution While the worst-case running time of the rMRC algorithm is
) . unchanged compared to MRC, the rMRC algorithm is simpler

19 i+ (i modn)+1 . .

20 end and easier to implement.

C. Forwarding Information Computation

Procedurei sol at e(u, 7)) The generated topologies are input to a process that cal-
1 forall (u,v) € E(G) do culates backup next hops. This process is similar to the
2 if wj(u,v) = w, then forwarding information calculation in the default (faisfree)

3 L wi(u,v) oo topology. It also finds the shortest paths to all destinatitot

4 else differs in the way how it performs the last hop calculation.

° L wilu,v) —ws Normally, both link and node failures are protected by
6 end routing traffic around the next hop node. However, when the

last link used to reach the destination (or egress routenen t
network) fails, only the next hop link should be avoided and

few backup topologies and still guarantee recovery from afipt the entire node. This is known as ttest hop problem
link or node failure are particularly interesting. The first19] and has to be handled separately. ,
question one will pose is what is the minimal number of Contrary to MRC, rMRC does not explicitly isolate all links
backup topologies required to give such guarantee for angii9 SCIve the last hop problem. Instead, rMRC computes the
input topology. This problem is proved to bgP-complete, shortest pathN|th(_)ut the fal_led I|r_1k_|n the back_up topology
and is difficult to handle analytically [32]. Instead, grgedWhere the detecting node_ltself is |§ol_ated. Using the bpcku
heuristic algorithms are commonly used to create a smifiiPelogy where the detecting node is isolated ensureslikat t
number of backup topologies that guarantee recovery frdkgffic cannot Ioop_back to the detectmg_ no_de but still easbl
any link or node failure, like the algorithm presented in.[9] the TMRC forwarding to reach the destination node.

For rMRC, we present a simple heuristic algorithm that
attempts to isolate approximately equally many nodes f Forwarding
each of a given number of backup topologies (Alg. 1). The In multi-topology routing, all packets carry a topology
algorithm initially creates backup topologies as copieshef identifier to associate them with the topology they are rdute
default topology(G, wo), without any isolated nodes. In thisin. The topology ID is encoded in the packet header. All nodes
algorithm, node queué),, is created as an arbitrary sequenckave to maintain routing information for all topologies te b
(line 5). able to forward data in any of them. This basic forwarding is

The algorithm tries to isolate nodes as they are pulled cstiown in steps 1 and 2 in the procedure in Fig. 2.
of the node queue (line 8). The backup topologies are selecte Failure-detecting nodes have a special role. They have
in round-robin fashion (line 15). Functiotbnnected(T;,u) to change the topology the packet is routed in from the
tests if node: can be isolated in topologd¥; without violating default (normal) topology to the appropriate backup togglo
Invariant 1 (Sec. IlI-A). For example, if node 1 was the nextopology change can occur only once; if the packet is already
node to be tested in the backup topology depicted in Fig. Ilagged by a backup topology, the packet is dropped to avoid
the test would returifialse. This is because node 4 then lacks &oping in case of multiple failures (step 3). If the failuse
path of non-isolated nodes to all other nodes. If node 0 was titetected toward an intermediate node (not last hop) in the
next node, the test would retutmue. In that case, procedureforwarding path, the appropriate backup topology is the one



amount of state required in the routers is related to the mumb

of such backup topologies. An excessive amount of this state

1 | Nexthoplookup may affect router operation and therefore generating cawy f
backup topologies is desirable. We measure how many backup
, P e— topologies are needed by MRC and rMRC to guarantee fault
failed? topology tolerance.
Ves When the failure occurs, IP FRR will immediately start

G . forwarding data traffic over backup paths. As backup paths
3 topology Drop packet already carry their normal (non-rerouted) traffic, thisrewses
o the chance of congestion even in networks that are well
provisioned for failure-free cases.
4 | where the retumeg The backup path lengths are correlated with the total net-
nexthonlelsodled | thop fowarding work load and the end-to-end delay. The backup path lengths
are independent of the traffic matrix, yielding more robust
FowaTor | results. Therefore we evalua_te_both the back_up.pat_h lengths
e and_ how weII_rMRC can optlmlze_ the load distribution and
avoid congestion in the case of failure.

Lookup in topology|

Failed next
op returne;

; TGokup I topology] Forward i topolog) Evaluation of, e.g., state requirements of a fast reroute
P ® | otes rated e e | | scheme requires experimenting with a large number of divers

network topologies, while load distribution optimizatoare
computationally expensive. We therefore used two evalnati
methods, one for the state requirements and backup path
lengths, and one for the load distribution evaluation.

Fig. 2. rMRC forwarding procedure.

that has the failed node isolated. Then, regardless of wheth .
there is a link or node failure that has been detected thegpack- State Requirements and Backup Path Lengths

is rerouted around the failure to the destination. 1) Method: We used synthetic network topologies based on
If the failure is detected on the last hop in the forwardinghe Waxman model [34], created using the BRITE generator
path, the same next hop can be returned in step 4, and stqBsj, as well as some publicly available real topologies.
evaluates to “Yes”. However, since the forwarding inforimat Families of 100 networks of size 16—64 nodes and two or
is computed without the link between the detecting node agigtee times as many links are tested. We use unit link weights
the destination, it is safe to forward the packet in the bpckéo that the path lengths equal the hop count. This is the
topology where the detecting node is isolated (step 6).  common practice when there is no information on how these
We illustrate the rMRC last hop handling using Fig. lweights are set in a given network. The link weights can be set
Assume node 6 detects a failure toward the last hop nodeafgorithmically to improve the load distribution, as we kha
The rMRC topology where node 3 is isolated is shown igee later in this section.
Fig. 1b. Here, pa_lth 6—_3 has still the lowest cost but must Algorithms for MRC (as in [9]) and rMRC (Alg. 1, Sec. I1)
not be selected since link 6-3 (or node 3_) has falled_. I_nstque used to create backup topologies with the minimum
rMRC uses the topology where the detecting node 6 is isolatgGmber of topologies. For any given topology the algorithms
(Fig. 1c). In this backup topology, any neighbor of node §re run withn = 2,3, .. ., until the first successful execution.
may be used to reach the destination. It is however favoralige results of these runs are presented in the state recaritem
to pre-calculate which neighbor is closest to the destmatignalysis.
and store this as the next hop in this topology. In our examplegased on the created backup topologies, we measure the
in Fig. 1c, node 7 is closest to the destination and seleaedigciyp path lengths (hop count) achieved by our schemes afte
the backup next hop to destination 3 in this backup topology. node failure. The backup path lengths are calculated for
Since node 6 itself is isolated in this topology, packets db Neach source-destination pair in the network and for eacte nod

loop back to the failed link 6-3. failure on the path between them.
2) State RequirementfRelaxed backup topologies defined
IV. EVALUATION and described in Sec. Il do not isolate all links. Therefore

Commonly used performance evaluation metrics for IP FRiRere is more flexibility in rMRC than in MRC to decrease
schemes include routing state increase, backup path ngthe number of backup topologies. Figure 1 illustrates this
and load distribution. We compare rMRC with MRC to pindifference. Assume that the process of isolating nodes (and
point the performance differences. A performance evaiuatilinks for MRC) should continue from the topologies presdnte
of MRC compared to the other IP FRR schemes like Not-Viar MRC (Fig. 1a) and rMRC (Fig. 1b). For MRC, nodes 1,
and FIFR can be found in [33]. 2 and 7 are not candidates to be isolated, because isolating

Fault-tolerant multi-topology routing requires the rastéo  any of them would disconnect one or more of nodes 4, 5 and
store additional information about the backup topologidsee 3 from the rest of the topology. For rMRC, it is only node
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TABLE | 6
NUMBER OF BACKUP TOPOLOGIES FOR SOME REAL TOPOLOGIES
Network | Nodes Links MRC rMRC 5
Geant 19 30 5 4 -
Cost239 11 26 3 2 = 4 - -
DFN 13 38 2 2 5 -~
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. . . .5 —— Failure fi _
1 that must be excluded from the list of candidates, since its 2 2 arre free
. . . . IP re-convergence
isolation would lead to disconnection of node 4. 1 e IMRC i
Figure 3 and Tab. | show the number of backup topologies —— MRC
generated with the MRC and rMRC. We observe that the 0
increased flexibility with rMRC can decrease the number of Wax 16-32 Wax 32-64 Wax 64-128
topologies needed, in both denser (D=3) and sparser (D=2)
topologies. Fig. 5. Mean path length as function of the network size.

3) Path Lengths:Since routing in a backup topology is
restricted, MRC and rMRC result in backup paths that are
equally long or longer than the optimal paths in the r'ehree factors:
converged network.

Figure 4 shows the Cumulative distribution function (CDF) 1) The link weight assignment used in the default (normal)
of path lengths for normal failure-free routing, IP re- topology,
convergence, MRC and rMRC during a node failure in net- 2) The structure of the backup topologies, (i.e., whichdink
works with 32 nodes and 64 links (other network sizes show and nodes are isolated in each of them),
the same tendency). We see that the performance of less cor8) The link weight assignments used in the normal links
strained rMRC is slightly better than the performance of MRC (w(e) < wmax) Of the backup topologies.
and closer to the optimal full IP re-convergence. It is infpot
to remember that IP FRR gives that performance immediately
after the failure is detected, while the optimal scheme does 3
not yield this until the re-convergence is completed.

Mean path lengths for different network sizes are shown 4 —TT====
in Fig. 5. As the size of the networks increases the path § S-S =
lengths also increase. Still, rIMRC shows a better perfonman
compared to MRC. In Fig. 6, we show how the number of
backup topologies influences the backup path lengths for MRC
and rMRC in topologies with 32 nodes and 64 links. Increasing
the number of backup topologies to a few more than the 1

3

path lengt

o

—— Failure free

Averag

IP re-convergence

minimum achievable improves the performance. However, the T rl\l/\gcc

improvement diminishes if the number of backup topologies 0 ‘

reaches a certain level. Min 5 7

B. Network Load Distribution Fig. 6. Mean path length as function of the number of backypltmies.

. . . All networks have 32 nodes and 64 links. “Min” means the malimumber
1) Method: When the rMRC fast reroute is active in thesf backup topologies achieved by our algorithm for the giirgsut topology;

network, the load distribution during recovery depends dypically 3 or 4.



rMRC using the same three-step procedure:

1) The link weights in the normal topology are optimized
for the given demand matrix while only taking the failure
free situation into account.

2) To construct backup topology “intelligently”, the load
distribution in the failure free case is used. We calculate
the impact of each node failure on the load on the
remaining links in the network. The aim is to isolate
nodes that carry a large amount of transit traffic in
the backup topologies with good connectivity. Thus, if
such a node fails, there are many possible recovery

Fig. 7. Cost239 topology (a) and Geant topology (b) used énetraluation. paths, leading to a larger optimization potential. To

that purpose, [14] describes a heuristic that sums up

the total transit traffic through each node and isolates
fewer heavy-traffic nodes, or more light-traffic nodes,
per backup topology.

When the backup topologies are constructed, the link

weights (for links wherew(e) < wy,ax) Of the backup

topologies are optimized to get a good load distribution

The link weights in the default topology (1) are important
since all non-affected traffic is distributed according e,
while backup topologies are used only for the traffic affdcte
by the failure. The backup topology structure (2) dictates
which links are used in the recovery paths for each failure.
The backup topology link weight assignments (3) determine

- ] after any link or node failure.
which among the available backup paths are actually used. | , back loa ith
The load distribution in the network (1) and (3) can be For a clear comparison, we compare backup topologies wit

improved using IP link weight optimization techniques. Thgjen:ica_l isolated node se(;cs f(_)r MEC ;’md_rr?/lRél. Thi; ba_ckup
optimization process modifies the link weights trying toueel topologies are constructed using the algorithm descringali

the utilization of the link with the highest traffic load sebt " TMRC. the isolated link weights are relaxed 4o except
to the given source-destination traffic matrix. between the_ |soIate_d nodes, as described in S_ec.. III—A. _
There are different approaches regarding the question c) Traffic Matrix: To evaluate the load d|str|but|(_)n in
whether IP link weights should be optimized primarily foeth tN€ network, we require the knowledge of the traffic ma-
load distribution in the failure-free case or for the fasowge (1X- The structure of the matrix directly influences theklin
phase (in which case some of the failure-free performange rﬁ.geight setting given by the optimization procedure. TthS., i_
be lost). This mainly depends on the network operators’ ma-necessary to know the traffic demands between all origin
agement policies. Fault-tolerant multi-topology routaitpws ar_ld destm_atlon pairs in the n_etwork. Even for real _netw,_orl_<s
link weight settings in the backup topologies independesthf this data is generally unavailable due to its confidenyialit

the default topology. This allows us to optimize the failtnee  2nd_difficulties in collecting it. We chose to synthesize the
phaseand improve the fast reroute load balancing. origin-destination (OD) flow data by drawing exponentially
We use ECMP forwarding to further improve the |Oaaiistributed OD demand values and matching these values with

distribution. Since this implies the existence of this meegem the OD pairs according to the heuristic described in [36]. In
in the routers, we also use ECMP for fast reroute in cases $IP't We sort the OD pairs according to their node degree
alternate equal-cost path is available after failure [JMRC and the likelihood of one of them being used as the backup

is then only used when there is no such equal cost alternafi9de in the case of a single link fail_ure. Then, we.match. .the
a) Considered Network TopologiesEor the computa- sorted OD pair list with the sorted list of demand intensitie

tionally demanding load distribution optimizations, weeusd€nerated using the gravity model, which is suited for this
several realistic network topologies, and present redolts purpose [37]. The generated OD matrix is scaled so that the

Geant and Cost239 networks. Geant is an illustrative exjstioSt l0aded link in the failure-free case has 100 % utilcrati
network, while Cost239 is a good representative of a pro- d) Optimization Method:The traffic distribution in a
jected topology that shows how the future networks shouftgtwork can be measured_ln te_rms of maximum link utilization
look like to properly support resilience mechanisms andt fa@nd groomed by appropriate link weight settings. We use an
management. This is reflected among other things in tRBtiMization method based on a simulated annealing-like pr
network connectivity, Geant being relatively sparse comaga CiPle [38]. In this paragraph, we formalize our optimizatio
to Cost239 (Fig. 7). objectives. . .

b) Optimization Framework:Network operators often Ve represent the link weights for topology by a vector
plan and configure their network based on an estimate of tie With one entry for each link (edge)< E. Given the link
traffic demands from each ingress node to each egress nd¥ight vectoru for the default topologyly, we evaluate the
Clearly, the knowledge of such a demand matrix providdgk utilization p(e,wo) on all links e € E in the network
the opportunity to construct the backup topologies in a waHring the failure-free case. This yields our objectivediion
that gives better load balancing and avoids congestion aftefor Optimization step (1) from above:
failure.

In this paper we optimize the load distribution for MRC and minimize pZ. (wo) = max.cr (p(e,wp)) Q)



The algorithm implemented by our software heuristicallpy traffic load into two equally large groups, the difference
searches the vector space of possible link weight veetgrs is particularly big (up to 35 %) for the high-load half, while
as described in [38]. MRC and rMRC behave similarly for the low-load half. It is
Given the backup topologiés (i = 1,...,n) with their link  interesting that this significant difference is observedpite
weightsw; and the link weight vectow, for default topology thatin some 60 % of the cases nodes select an ECMP alternate
Tp, we now can evaluate the link utilizatign (e, s, w) for for the affected traffic, in which case rMRC or MRC recovery
link e € E in failure scenaria € S, wherew = (wy,...,w,) is not used at all.

are the link weights vectors for the backup topologies. The Fig. 9b) shows how rMRC’s ability to spread traffic over

set 5 hereby denotes the set of protected network elemgfbye Jinks can sometimes have a dramatic impact in a sparsely
failure scenarios, e.g., all single link and node failur@sd  onnected network topology. After the worst-case nodefail
does not contain the failure-free case. Note that durifgrai j, the Geant network, the relative maximum link utilizatin
scenari(_)s the nodes adjacent to the fqilure send traffic OV&E_converged routing and the optimized rMRC is almost the
appropriate backup topologies according to MRC or tMR(ame and lies around 3.42, while the optimized MRC performs
Thus, p*(e, s, w) is composed of the link utilization in the o011y with a ratio of 7.76. Analysis of this particular case
individual topologiesT; where the routing followsv;. ThiS  confirms that the reduced number of isolated links (that @an n
yields our objective function for optimization step (3) i10 ¢4y recovered traffic) in IMRC allows traffic to be recowre
above: over more than one path, and makes it possible to set link

weights that gives a reduced utilization compared to MRC.

minimize p}ﬁ‘;fs(w) =maxXeep,ses (00, 5,w))  (2)

subject to the condition that the weights of restricted and V. MULTIPLE CORRELATED FAILURES

isolated links may not be changed. The heuristic again bearc  High-quality network equipment is manufactured so that
the space of possible link weight vectors for backup topieleg the expected mean time before the given component fails
T; wherew, for the default topology remains fixed. is very long. When failures do happen, the operator quickly
2) Results:We present the load distribution for the testedeplaces the failed component to restore the service. Thus,
networks in form of the complementary cumulative distribuwhile any combination of network links and nodes may fail
tion function (CCDF), since this type of graph clearly showsimultaneously, the probability of two independent, sitaul
the difference between different methods in the tail of theeous failures is relatively low.
distribution (i.e., for the most loaded links). If, for expta, a Many components do however share some physical or
CCDF line matches values= 0.5 andy = 0.68, this means sSystem relation, and the likelihood of their simultaneaikife
that 68% of the links have load utilization of 50% or moreis much higher. A single duct of optical fiber can carry many
The results are scaled so that the link with the highest loéapical IP connections. A power supply failure may cut out a
in the failure-free case has unit utilization 1.00. We corspalarge set of colocated network nodes. Various other meltipl
the maximum link utilization for the failure-free case, thenetwork failures caused by a single event are possible [16].
reconverged network after a failure (but without a new linkWe call such failuregorrelated and they occur frequently in
optimization process), then for rMRC and finally for the MR@ractice [10], [15]. Components that share some kind ofifail
fast reroute. correlation are said to compriseShared Risk GrougSRG).

For all distributions except the failure-free case, theicteg Relaxed MRC provides a greater flexibility of backup topol-
values represent the maximum load a particular link expefiyy creation and opens the door to handle multiple corrélate
ences over all failures. Note that in these simulations, &en fajlures with IP FRR. The good news about correlated fadure
drOp traffic due to Congestion. InStead, we let the utiloati is that they are often possib'e to anticipate_ It iS, for eﬂm
of some links exceed 100%. Hence, all load values showgten known which links share the same duct, or the same
be considered relative. Figures 8 and 9 shows results for jgllerface card on a router. The single failure recovery se®e
single link failures (left), and all single linkand node failures presented in Sec. Il will in some cases be able to recover
(right). the traffic from more than one failure, however, they provide

For Cost239 (Fig. 8), with the link weights optimized folo guarantees. A modified rMRC algorithm that takes into
the failure-free case, the maximum link utilization for regzccount SRGs may yield much better results under multiple
converged routing is 1.73. Optimized rMRC has the maximugimuyltaneous failures. In this section, we propose andiatel
||nk Uti”zation Of 150, Wh|le MRC haS 1.87 fOI‘ I|nk failuw SUCh an algorithm that we denote rMRC-SRG. We a.ISO eval_
and 2.03 for node failures. Again, it is important to remembeate the recovery properties of Not-via, FIFR and rMRC, and

that IP FRR outperforms the re-converged routing immebliatecompare the path lengths of all the schemes.
after the failure is detected—it does not need to wait for

the routing process to converge. One interesting observati ) )

is that node failures normally do not give higher maximurfi- 1YPes of Correlation—Shared Risk Groups

link utilization than link failures, since the traffic eniteg and In a large network there is a vast number of combinations

leaving the network at the failed node is removed. of potential failures. It is not scalable or required to desi
The results indicate a significantly lower fast reroute loaal recovery scheme to protect against all the combinations.

if IMRC is deployed rather than MRC. If we divide all linksWe focus on the three main causes of correlations observed
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Fig. 9. Max utilization for Geant links, a) after worst-cdgek failure and b) after worst-case link or node failures.

in fixed IP networks: simultaneous failure of neighboringf links sharing the sameonduct This type of correlation
nodes, links sharing the same network interface card oncavers links that do not share an end point (node). A correla-
router and links sharing the same fiber or conduct [3%on where the links in a conduct also share a node is covered
In addition, all links sharing the same router can often H®y the shared risk group in Fig. 10b (card).

regarded as correlated, however this will be implicitly emd We make the following assumptions regarding the types of
by node recovery in a method for one fault tolerance. We ontprrelation. For the neighbor groups (Fig. 10a), we assume
address components whose failure is possible to protect—that every node in the group has a connection to a node that
do not attempt to protect SRGs whose removal disconneigsnot in the group. Else, it is not possible to guarantee a
the network. communication path to a non-failed node in the group in the

Figure 10a shows the basic principle of a shared risk groGgs€ Where not the entire group has failed. For card groups
of neighbornodes. Such nodes can fail simultaneously due tbig. 10b), we assume point-to-point links that can only e i
power outage or disasters like floods and terror attackssah@ne card group at each end. For conduct groups (Fig. 10c) we
nodes are assumed to be located in nearby physical locati@ggume that a link can be part of more than one group as a
and also sharing some physical resources. A point of presefigk can share conducts with other links in different parts o
(PoP) could be a typical example. Also regular maintenan@econduct stretch.
like software updates and router restarts might be intezdre
as neighboring nodes failing simultaneously. B. Basic principles of IMRC-SRG

Figure 10b shows the basic principle of a shared risk grouprMRC-SRG is designed to guarantee recovery from any
of links Sharing the same network interfacard on a router. Sing|e component failure or any Sing|e shared risk group[fa|
This group definition will also represent links that share ththat has been planned for in advance. To accomplish this,
same fiber or conduct attached to the same node. Failuresy@ puild a set of logical backup topologies that make sure
the interface card, failures on a fiber component or a fiber g4iat each single node and each SRG has been isolated from
will cause these links to fail simultaneously. carrying traffic in at least one of the topologies. We use
Figure 10c shows the basic principle of a shared risk grougstricted and isolated links and isolated nodes (destribe
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restrictive cases of interface cards (line 2) and conducts
(line 3). Then, neighbor node SRGs are added, and, finally,
all single nodes (line 5). The single nodes are converted in
single-element sets to preserve the set-queue semantigs of

b) ©) Algorithm 3: rMRC-SRG backup topology generator.

Input: GraphG, correlated failure set€', Cr, Cc
Fig. 10. a) Neighbor nodes. b) Links sharing interface carfiber. c) Links Output: Backup topologiedt, ..., T,

sharing conduct. 1Q<—0// Odered list of correlated failure
sets
2 Q. addAl | (C)
Sec. Ill-A) as tools to isolate all the components. Since the@- @ddAll (Cc)
Q. addAl | (Cx)

SRG scheme is based on rMRC, single links do not have to éeQ: addAl | (si ngl et onSet s (V(G)))

isolated explicitly. However, we use isolated links to &el 5,
the conduct groups and the card groups. 7 while Q # 0 do

Neighbor group: For each neighbor group, there muss n<—n+1
exist a backup topology where all the nodes constituting tife | Z» < (G,wo) /1 New backup topol ogy
group are isolated, i.e., the links attached to the nodes ﬁre vk?/h<i—le% ;'(Drzgo
assigned the link weight, as described in Sec. IlI-A. Some,, if connect ed (7., S) then
of those links might be assigned weight of infinity if theys foreach e € S do
belong to, for instance, a card group (described below)ithat4 case(e typeof Link)
isolated in the same backup topology. Links between isolaté L wn(e) oo
nodes in a neighbor group will have the weight of infinity toaé case(e typeof Nodg
Interface card group:For each card group, there must’ L isolate(e,Tj)
exist a backup topology where the links constituting a cajgl Q. remove(S)
group will not carry any traffic. In this backup topology, see 19 e 0. next ()
links will have the weight of infinity, i.e., they are isolate L =

links.

Conduct group:For each conduct group, there must exist
a backup topology where the links constituting a condu&%
group will not carry any traffic. In this backup topology, see
links will have the weight of infinity, i.e., they are isolate
links.

Algorithm 3 processes the entire queue from the first to

e last element attempting to isolate all correlated sets i

the current backup topolod¥, (line 9). In this algorithm the

semantics of functioronnected() are overloaded to accept

a set of components instead of a single node as in Alg. 1.
One backup topology can potentially isolate several nodgs;nctionconnected() returnsfalse if removal of all network

links, and SRGs as long as the Invariant 1 from Sec. Ill-omponents (link or nodes) specified in $etlisconnects the

holds. Since the SRGs are isolated using isolated nodes @rﬂgph G, andrue if the graph remains connected.

links, the invariant also implies that the path will avoid al |f the graph remains connected, the elements from the com-

components in a group. ponent setS are processed one-by-one and isolated depending
on their type (line 14). The processed SRG sets are removed
C. IMRC-SRG Algorithm from the queue.

We have developed an updated version of the rMRC algo- .
rithm to create backup topologies while taking into accouf: Forwarding
the existence of SRGs. Similarly to Alg. 1, the new algorithm When a failure is detected on the next hop, the rMRC
operates on an arbitrary biconnected network graph. ltstakerwarding described in Sec. IlI-D assumes that there is a
three sets of correlated network components as input: the sepping from the failed link to a backup topology that avoids
of neighbor groups’y, the set of interface card grougg, thatlink. No such mapping exists in the SRG case, since SRGs
and the set of conduct grougs:. For simplicity, the new may overlap. This means that several backup topologiestmigh
algorithm (Alg. 3) does not take the desired number of backumged to be checked before finding the one that protects the
topologies as input. Instead, it creates backup topologgesfailed SRG.
long as there are any non-isolated elements. The basic idea for rMRC-SRG forwarding is therefore to
Intuitively, there should be a difference in the number cfuccessively try the topologies from zeroitbax (i.e., the
backup topologies required to isolate all SRGs and singlefault topology ID to the highest topology ID, Fig. 11). €ar
nodes in the network graph, depending on which of the setaist be taken to avoid looping in presence of concurrent
Cn, C1 andC( are attempted to isolate first. Therefore, Alg. 3ailures that cannot be recovered. Since a node can never
uses an ordered list of SRG sets as its queue strucurechange the topology ID to a lower topology ID than the current
(line 1). Since a node can be isolated using any combinatitid, the algorithm drops the packets when the topology ID has
of isolated and restricted links, Alg. 3 first isolates therenoreached the maximal ID (step 3). If the incoming topology
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U (id = idyy) TABLE Il

SHARED RISK GROUP SIZE{NUMBER OF COMPONENTS IN A GROUP,
; Yes UNIFORMLY RANDOMLY SELECTED UNLESS STATED OTHERWISE
Drop packet . .
| Size A Size B
4 Neighbors | 2 or 3 2-5
? Card 20r4 2 (25%) or 4 (75%)
Conduct 2-5 2-8

Lookup in topology
id—id+1

ord groups, Card groups and Conduct groups randomly with equal
topology id probability. In the evaluations, we vary the number of SRGs
in a network so that they comply with what would be a
reasonable number in the networks of interest.

2) Number of Backup TopologiediVe first measure the
number of backup topologies created by Alg. 3 in the syntheti
topologies. We present the results in form (minimawverage
maximum) among the 100 topologies in each class.
topology idit1 Table 11l shows how the different SRG types (neighbors,
interface card, conduct) influence the number of backup
topologies for rIMRC-SRG. We observe that the number is
the same for the three different types. For the combination,
the number is a bit lower as it is easier to isolate groups

ID idpy is less thanidyax, steps 4 to 6 try successiverOf different types in a common backup topology. We also

backup topologies until thalyx has been reached or a Valioobserve that the number of backup topologies increases with

next hop has been found. If a valid next hop has been fourid® Number and size (category B) of groups. The last row in
the packet is forwarded to that next hop, marked with tthe table shows that the number of backup topologies ineseas
corresponding topology ID (step 5). with lower average node degree (i.e., W-32-64 with 4 SRGs

If, however,idyax has been reached without having a vali@f Siz& B as opposed to W-32-96 with the same number and

next hop, there is a possibility that the failed interfacmisard  S'“€ of SRGS). _

an egress node. In that case, all backup topologies wiltmetu Table IV shows the number m_c baCkl_Jp topolog|¢s for rMRC-
the failed interface as next hop. The packets are then foledar SRG compared to rMRC that is designed for single failures
in the backup topology with 1D one higher than the topologyn!y: e have used combinations of the three group types
ID the packet had when it entered the node. As long as thelBC€ that will be the most reIeva_nt scenario in a_real nekwor
are not more failures than a single link, node or SRG failurt/e observe that ’MRC-SRG, which protects against correlate
there will exist a backup topology that brings the packets f§1d Single failures, requires more backup topologies coetpa
the correct egress node without looping back to the faild@ MRC. In adqmon, more shared rlsk_g_roups require more
component. If there are more failures than planned for, Rckup topologies. On the other hand, it is clear that the siz

the worst case the packets will be dropped whénax is of the groups has little influence on the number of backup
reached. topologies needed. This is due to the structure of the differ

shared risk groups. The size of a card group does not have
) an influence since the isolated links are attached to the same
E. Evaluation node and can easily be isolated in the same backup topology
When we build backup topologies that protect againsp matter whether the size is 2 or 4. Neighbor groups consist
correlated failures, it is expected that the number of bpckof nodes located together, and isolating 5 neighbors idstea
topologies increases due to the number and combinationsodf3 neighbors should not influence much the connectivity of
components that must be isolated. In addition, we expect tie rest of the network. Isolating links does not influence so
path lengths to increase due to more isolated componentsrinch the number of backup topologies, since isolated links
each topology. In this section we will evaluate the scaigbil are less likely to disconnect the network than isolated spde
and backup path lengths for the rMRC-SRG scheme, coparticularly when the average node degree is high. Henee, th
paring it with the single failure schemes rMRC, Not-via andize of a conduct group has no significant influence on the
FIFR. number of backup topologies. We also see the same tendencies
1) Method: We experiment on the synthetic Waxmaror the DFN network.
topologies described in Sec. IV and use the tri-connected DF 3) Recovery Success Rate®/RC-SRG guarantees recov-
network in addition. ery from planned SRG failures. To motivate the need of
We specify SRGs in four classes called “Neighborsthis scheme, we give here an evaluation of the success rates
“Card”, “Conduct” and “Combination” and two group sizesof the single failure schemes (rMRC, Not-via and FIFR)
called A and B (Tab. I). The group size denotes the number dfiring correlated failures. For the evaluation of coredat
components in a group (nodes, links or interfaces). When vaglures, we used combination of the three group types with
evaluate the "Combination” of SRGs, we combine Neighbahe group sizes B (table Il). We measured the percentage of

S Select a random N Forward in

neighbor for
deflection

Fig. 11. Modified forwarding procedure to accommodate apgping SRGs.
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TABLE Il
NUMBER OF BACKUP TOPOLOGIES WITH MRC-SRGAND DIFFERENT GROUP TYPES

Network #groups  Size  Neighbors Card Conduct  Combination

DFN (13-38) 4 A 3 3 3 3

DFN (13-38) 4 B 3 3 3 3

W-32-96 4 A 3,33 3,3, 3 3,33 2,2.27, 3

W-32-96 4 B 3,33 3,3 3 3,3 3 2,2.33 3

W-32-96 8 A 4,4, 4 4,4, 4 4,4, 4 2,2.73 3

W-32-96 8 B 4,4, 4 4,4, 4 4,4, 4 2,297, 3

W-32-64 4 B 3,318 4 3,317 4 3,317, 4 3,3.02 4

TABLE IV TABLE VI
NUMBER OF BACKUP TOPOLOGIES FOR DIFFERENT RECOVERY RECOVERY SUCCESS RATES OF UNCORRELATED FAILURES

APPROACHES #Node failures | rMRC  Not-via FIFR  rMRC-SRG
Network #groups Size rMRC-SRG rMRC 2 93.7% 94.4%  96.5% 99.7%
DFN (13-38) 8 A 3 2 3 ‘ 87.7% 84.1% 93.1% 99.1%
DFN (13-38) 8 B 3
W-32-96 24 A 4,4.04 5 2,2.3 3
W-32-96 24 B 4,4.07, 5 1 e
W-128-384 24 A 4,4, 4 2,277, 3 // 7
W-128-384 24 B 4,4, 4 z 08 .4
W-128-384 96 A 6,6, 6 i) ’ /‘/ /
W-128-384 96 B 6,6.02 7 5 / 7

= 06 I
§. / // / —— Failure free
TABLE V : 04 ! IP re-convergence
RECOVERY SUCCESS RATES OF GROUP FAILURES A 1) —— tMRC
DFN (13-38) W-32-64 W-32-96 W-64-128 % —=— rMRC-SRG
(9=8) (9=24)  (g=24) _ (g=48) 02 74 + Not-via 7
7
e FIFR
rMRC 88% 75.7% 77.3% 84.3% 0 "l .
. 0 1 2 3 4 5 6 7 8
Not-via 94% 56.5% 71% 62.9%
Path length

FIFR 94% 91.3% 92.9% 95.9%

Fig. 12. CDF of path lengths

source-destination pairs that still can reach each other af ) )
having experienced at least one of the failures. For ea§fluires more topologies than rMRC, and hence have more

synthetic network type, we have used five randomly generafé@@logies to choose from. Third, rMRC-SRG isolates more
topologies, and the figures given are the average of those fig@MPonents in each topology to handle the correlations and

Table V shows that the single failure schemes do not proviffeir combinations. As for correlated failures FIFR penisr
sufficient recovery guarantees during correlated failuféee  Petter than rMRC and Not-via due to no dropping of packets.

number of groups is denoted as "g=x". We have observed4) Backup Pat_h LengthsWe_ hav_e calculated the_differ_ence
the same tendencies for networks of different sizes and ndfePath lengths in a scenario with one node failure in the
degrees. rIMRC-SRG provides 100 % protection in all nefetwork. There are two reasons for studying the one-failure
works. We observe that FIFR gives higher success rate tHz#5€- First, the proposed recovery scheme (rMRC-SRG) iso-
the other schemes. This is due to the fact that FIFR dd@&es several components in each backup topology, and hence
not drop packets when a packet experience more than dhe routing flexibility is restricted even if there is only @n
failure. which is the case with rMRC and Not-via. This hafilure in the network. Second, the one-failure case is thetm

the negative effect that packets that cannot be recoveriéd WPminant case in practice [10].
loop in the network. Figure 12 gives the results from a random Waxman topology

Wi : ttention to how th ted sch with 32 nodes and 96 links. It shows the CDF of path lengths
€ now turmn our attention 1o Now the presented SCNeMEs y,q yitferent schemes. rMRC-SRG gives longer backup

pen(‘jorm |qth(eltface of upqlmrelat?dzfanu(;e;. WZ have gaadra Z{hs than the single failure schemes, which gives similar
random simuftaneous farures ot < an hodes an counE?S h lengths. The main reason for this is the fact that more

the cases where the schemes successfully recover the eon ﬁ'lponents and also localized components are isolatecin th

tivity (only failure combinations where the network remain same topology. This influences the routing flexibility and th

connected are counted). Tal_ale VI shows the res_ults fromdgtour that the traffic must take to reach the destination.
random Waxman topology with 32 nodes and 96 links.

We observe that rMRC-SRG gives higher success rate than
the single failure schemes. The advantage is particulargyel
for 3 failures. The good performance of rMRC-SRG can be In this paper we have proposed relaxed Multiple Routing
explained by three functional properties. First, rMRC-SRGonfigurations (rMRC) for IP fast reroute. It is a simplifi-
can try all topologies before dropping packets. Second, dation and enhancement of conventional MRC in the sense

V1. CONCLUSION



that the requirements for the backup topologies are relax¢d]
We have explained the basic operation, the backup topology
creation, and the link weight optimization that are apiiea
to MRC and rMRC. Using these algorithms, we compared the
performance of the new rMRC to the one of MRC, normal IR3]
re-convergence, and failure-free IP routing.

The results showed that the relaxed requirements of th
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