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Abstract—Admission control is a well known technique to can be provisioned less generously because overloadigitaat
explicitly admit or block new flows for a domain to keep itS can be avoided or quickly resolved.
wraffic load at a moderate level and to guarantee quality of  pigerentiated Services introduce various per-hop bebravi

service (QoS) for admitted flows. Flow termination is a new flov . P K bl ioritized f di f .
control function that terminates some admitted flows when te N |P nétworks to enable prioritized forwarding of apprepri

network capacity does not suffice, e.g., in case of unexpedte ately marked high-priority traffic. Integrated Servicesplet

failures. Admission control and flow termination are usefulto ment per-hop admission control in IP networks using the Re-
protect QoS for inelastic flows that require a minimum bitrate.  gource reSerVation Protocol (RSVP). RSVP normally require
Examples are realtime applications like voice and video. R o 16,y state information in every router on a flow’s path. As

congestion notification (PCN) provides for DifferentiatedServices this i ther h iaht ¢ d factuts
IP networks feedback about load conditions on their paths to IS IS rather heavy-weight, operators and manuiactutave s

their boundary nodes. This information is used to implement for light-weight admission control that require per-flovatst
light-weight admission control and flow termination without per-  only in border routers of Differentiated Services networks
flow states in interior nodes of a domain. These mechanisms The |nternet Engineering Task Force (IETF) has defined
are s!gnlflcantly S|mple_r than explicit reservation _scheme. We pre-congestion notification (PCN) [2] for that purposeetiar
explain the conceptual idea of PCN-based admission contraind . . . .
flow termination, present recent IETF standards, and discus nodes of a Differentiated Services domain meter and mark
benefits and limitations. data packets under PCN control to implicitly notify egress
nodes whether the rate of high-priority traffic has exceeded
certain rate thresholds on some links. The egress nodes pro-
. INTRODUCTION vide this feedback to admission control and flow termination
Applications like real-time voice and videoonferences decision points, which use it as a base for their decisiohs. T
are called inelastic because they become unusable belodF&F standardized PCN metering and marking algorithms [3],
encoding of PCN information in IP headers [4],information

minimum bit-rate. Even in well-provisioned networks, ca=' ™" ] k -
pacity shortage may occur and cause all affected inelagtovided from border nodes of a PCN domain to its admission
ntrol and flow termination decision points, and the way thi

applications to fail at once. This may happen due to hea,99 i > ' ’
interest in the contents of one site or due to traffic rergutififormation is interpreted by decision points dependingtn

and lack of sufficient capacity on backup paths. To avoid thPPlied marking model [3], [6]. . .
problem, networks often give inelastic traffic priority ass Ve first discuss a few related techniques and point out
to a generously provisioned logical partition of their ceipa §|gn|f|cant d|f'fer_ences to PCN. Then we explain the con@ptu
using Differentiated Services technology. idea of PCN, illustrate recent PCN standards, and discuss

Admission control is a well-known flow control functionPenefits and limitations.

that prevents overload due to unexpectedly high user desnand
However, it does not help against overload which occurs due II. RELATED APPROACHES
to rerouted traffic in failure cases. Resilient admissionticd

[1] reserves capacity also on backup paths so that admitt Admission and congestion control is a wide field. We exem-

d. = L .
traffic can be rerouted without causing overload for a set §lar|ly Q'SCUSS three_ related methods in different techgieis
. and point out the differences to PCN.
protected failures.

S : Measurement-based admission control has successfully
In contrast, flow termination is a new control function thatt)

. . . een used for many years in circuit-switched E1/T1 networks
quickly reduces overload by removing some admitted flows o T .
. o S ore specifically, ITU-T Q.50 limits the load of voice band
exceptional situations. It may be useful after traffic reirog o : . .
. . traffic, including compressed speech, on 64 kbit/s transmis
events or when admission control has admitted too muc . . o
. .sjon channels towards international switching centerghis
traffic, e.g., due to flash crowds or unexpected flow behaviar. . : .
, o L context, capacity can be shared only among connections with
Thus, with admission control and flow termination, networ L )
e same source and destination. In contrast, with PCNedbase

t This work was partly funded by Deutsche Forschungsgemieaiis@FG) admission control, the capacity of a link can be shared by all
under grant TR257/18-2. It reflects only the views of the argh ingress-egress aggregates traversing it.

* The research leading to these results has received funtbng the Eu- Load-dependent packet marking is used in ATM networks
ropean’s Community Seventh Framework Programme (FP7/20Q3) under . . . .
grant agreement no. 248567 for the 'ETICS’ Project. Furinéarmation is 10T rate control of connections in the available bit-ratd3@)

available at www.ict-etics.eu traffic contract. Nodes along a virtual path connection mark



the Explicit Forward Congestion Indication (EFCI) bit inmeter the rate of PCN traffiql) separately for each outgoing
ATM cells in case of overload. The tail end of a connectiolink | and possibly re-mark packets with a different PCN
monitors these bits and reports feedback in regular resouoodepoint if the metered ratgl) exceeds the link-specific
management cells to the head end of the connection so tR&N rate thresholdR(l). When egress nodes receive the
the head end can adapt its sending rate. In contrast to PGICN traffic, the re-marked PCN codepoints in the IP headers
the information is not used for admission control purposes.implicitly notify them about pre-congestion in the network
PCN combines the two ideas: it uses load-dependent packkdre precisely, a re-marked packet tells an egress node that
marking to support admission control. To be concise, PCit least one link is pre-congested on the path the packet has
does not perform typical measurement-based admission ctraversed, but it does not reveal the exact link.
trol because the current traffic rate is not measured. Edge

routers of a PCN domain rather measure the fraction of rg§- pcN-Based Admission Control and Flow Termination
marked packets which is used for admission control and flow : . .
PCN flows are subject to admission control and flow termi-

termination. : : . .
Explicit congestion notification (ECN, RFC3168) in IF,nat|on.The two functions require two different rate thresholds

networks is a technique to record incipient congestion @Iowg'ch E.lt;? Spic'f't% forhe\llc;a;y :'nk mdthti PCN doTagln: th?
a path and signal it back to a sender. It is similar to ABR i missible rate thresholdAR(1)) an € supportable rate

ATM and can be seen as a precursor of PCN in IP networ .restholdﬂ?ma]) \I/(\;he_reb?/Atlf](l) mdu_;t be ts:nal(;er th_aSRI).h_ h
In contrast to PCN, ECN is an end-to-end mechanism, it ig'c. "0 1reSNoids imply three difierent foad regimes whic

. . . are illustrated in Fig. 1. If the ratgl) of PCN traffic on link
applied to elastic traffic, and packets are re-marked O”W“"{h| is below AR(l) tr?e link is no:]eér)e-congested and further
congestion already occurs. ECN uses the two-bit ECN flehdOWS may be admitted for this link. If(1) is aboveAR(l),

in the IP header for implicit signaling of load conditions L

Senders of non—ECN—ca?Jable f?ows r?mrk packets with tll]tée link is AR-pre-congested and no further flows should be
; ‘00’ -admitted for that link. Ifr(l) is aboveSR]), the link is SR-

not-ECN-capable transport codepoint (not-ECT, ‘00’), Mhi }

senders of ECN-capable flows mark them with one of t€-congested, no further flows should be admitted for that

. 1A nk, and some already admitted flows carried over that link
two ECN-capable-transport codepoints (ECT(0), ‘10’, EQT( Inx, . i
‘01'). If the average occupation of the physical queue of hould be terminated to reduce the PCN traffic rétg below
ECN router exceeds some threshold, it randomly drops n Rl).
ECT-packets and re-marks ECT-packets to the congestion- A

experienced codepoint (CE, ‘11’). When receivers observeCn rate Type of = Impact on admission

CE-marked packets, they signal that information to the eend rl('l)kl pre-congestion control & flow termination
which then reduces its transmission rate in a similar way as®? " Block new flows
non-ECN-capable flows react when they observe packet loss. SR-pre-congestion |:> Terminate some
The advantage is obvious: retransmissions are not required admitted flows
SR(I) b === mmm e el
1. CONCEPTUALIDEA OF PCN AR-pre-congestion |:> Block new flows
We explain the basic idea of PCN, its application for PCN-
based admission control and flow termination, and their use AR() Lo oo me e
with path-coupled and path-decoupled resource signalling _
No pre-congestion |:> Admit new flows

A. Pre-Congestion and Pre-Congestion Notification 0

In Differentiated Services IP networks, PCN traffic baé.}cal Fig. 1. The admissible and the supportable r&&((),SR])) define three
constitutes a high-priority traffic class with preferehtiar- types of pre-congestion.
warding whose flows are subject to admission contadlink
is congested if packets suffer from significant queuingdesi
a router or if packets are dropped due to buffer overflow. Co
gestion mostly occurs under high-load conditions. In castir
pre-congestion occurs on a linkif the PCN traffic rater(l)
exceeds a configured link-specific PCN rate thresRolgl and
burst size. This rate threshold is usually significantly kena
than the link capacitg(l) so that congestion is generally no

PCN nodes meter the PCN traffic on a linkand re-
Rark it appropriately if the PCN traffic ratel) exceeds the
admissible or supportable rate thresholds. The egresssnode
monitor the packet markings and are thereby notified about
the load conditions inside the PCN domain. This information
is provided to the admission control and flow termination
tdecision points in a suitable way so that they can use it tatadm

yet visible in th|§ Io_ad regime. or block admission requests for new flows or to terminate
A PCN domain is a network whose edge routers act WBimitted flows

PCN ingress and egress nodes and PCN metering and marking

is performed for transmission links within the PCN domain. o

To mark PCN trafficas such, the ingress node of a PCN¢- PCN-Based QoS — The Big Picture

domain sets an appropriate PCN codepoint in the IP headers dPCN-based QoS control can be applied in various environ-
entering PCN packets. PCN-capable nodes of a PCN domaients. Currently, its deployment is discussed in the cantex



of the Internet and the IP Multimedia Subsystem (IMSkentralized decision point and takes admission control and
They use path-coupled and path-decoupled resource signallflow termination decisions based on received PCN ingress
respectively. In both scenarios, some end-to-end prof@gcg! and egress reports (see Fig. 2(b)). When RACF admits or
RSVP or SIP) is needed to request admission for new floweyminates a flow, some additional signalling is needed to
in a domain. reconfigure the policers at the ingress node of the resgectiv

flow.
AC & FT

decision point
p/\C‘ IV. THE STANDARDS

&C: _________ N We summarize the PCN standariée explain two different

metering and marking algorithms [3] and show how PCN
marks are encoded in IP headers [4]. Then we present the two
s Dam - Endtoend ignalling different experimental standards for PCN-based flow cdintro
..... » PCN signalling the “Controlled Load (CL)” edge behavior (CL-PCN) [5] and
(a) Path-coupled signalling the “Single_ Marking (SM)” edge behavior _(SM-PCN) [6]._
AC&FT They describe the operation of edge nodes in a PCN domain.
decision point CL-PCN works more accurately than SM-PCN but it is more
difficult to implement and deploy than SM-PCN. This justifies
the definition of two different standards and the market may
decide which of them will prevalil.

A. Traffic Meters and Markers

Two different metering and marking methods are defined
[3]: excess-traffic-marking and threshold-marking. Wh&NP
packets enter a PCN domain, the ingress node marks them
with “not-marked” (NM). The excess-traffic-marker possi-
bly re-marks them to “excess-traffic-marked” (ETM) while
the threshold-marker possibly re-marks them to “threshold

—— Data < - —» End-to-end signalling
----- + PCN signalling -9 Decision-point-to-ingress signalling

(b) Path-decoupled signalling.

Fig. 2. PCN-based admission control and flow terminatiot wéth-coupled

and path-decoupled resource signalling. marked” (ThM).
1) PCN-Based QoS for Path-Coupled Resource Signalling: c(l)

In an Internet context, the ingress node is in charge of

admitting or blocking reservation requests for new flowsug;h R(l)

each ingress node serves as a decision point for admission
control and flow termination and requires for its decisio@H\P 0
egress reports from all other egress nodes of the domais. Thi c()
is depicted in Fig. 2(a). For example, RSVP may be used for
resource signalling. Then, only the ingress and egresssnode
of a PCN domain process RSVP messages and the ingress R()
node admits or blocks requests for transmission across the 0
domain based on received PCN feedback. After admission or
termination of a flow, the ingress node locally reconfiguhes t Fig. 3. Excess-traffic-marking re-marks only the PCN trafficeeding its
policers so that only PCN packets of admitted flows can entéference rat&(l) while threshold-marking re-marks all PCN traffic when its
the network. reference ratdR(l) is exceeded.

2) PCN-Based QoS for Path-Decoupled Resource Sig-
nalling: IMS is an architectural control framework for de- We describe how both markers work and explain later in
livering multimedia services over multiple IP-based wirel this paper how they are used in the PCN context. Fig. 3
and wireless technologies, e.g., DSL, cable modem, Etherriustrates the effect of both marking algorithms. Both ess
W-CDMA, CDMA2000, GSM, GPRS, or UMTS. The Calltraffic-markers and threshold-markers are configured with a
Session Control Function (CSCF) is part of the control plaeference ratdx(l) which may be eitheAR(l) or SR]). The
in IMS. It interacts with a policy server (Resource Admissioexcess-traffic-marker meters only non-excess-trafficketar
Control Subsystem, RACS) that provides a Resource aREN traffic. If the metered rate exceeds the reference rate,
Admission Control Function (RACF). The user equipmerdll metered traffic exceeding that rate is excess-trafficketh
(UE) issuesadmissionrequests for new flows and RACFThe threshold-marker meters all PCN traffic. If the inpuffica
decides whether to admit them. To that end, RACS requiregte of the threshold-marker exceeds its reference rdteotl
sufficient information about the prospective paths of newd$lo marked packets are threshold-marked. Both marking schemes
and about the resource conditions on these paths. PCN ncay be easily described by token bucket based algorithms
be used to provide that information. The RACS serves asich provide configurable bounds on rate variation so that




small traffic bursts do not immediately cause re-marking. 2) Generation of PCN Egress Reports with CL-PCN:
While excess-traffic-marking is already available in maderEgress nodes evaluate the markings of received PCN packets.
routers for some time, implementations for threshold-rimayk They classify them into ingress-egress aggregates anduneeas
have only recently been released. the rates of differently marked PCN traffic per ingress-sgre
aggregate in periodic intervals. Those rates are the rate of
not-marked PCN trafficNMR), the rate of threshold-marked
B. Encoding of PCN Marks in IP Headers PCN traffic TMR), and the rate of excess-traffic-marked
PCN traffic EMR) in octets/second. At the end of each
As the IP header is already overpopulated, the integratigfeasurement interval, the egress node generates PCN egress
of new codepoints is difficult. Therefore, the two bits of th@eports containing the measured rates for different irgres
explicit congestion notification (ECN) field are re-usedttiat  egress aggregates and sends them to appropriate decision
purpose but this redefinition applies onlytte so-called PCN- points. We also refer to this information as PCN feedback.
compatible Differentiated Services codepoints (DSCPs). The classification of the packets into ingress-egress aggre
To support both PCN-based admission control and flogates is not trivial and depends on the networking envirarime
termination in an intuitive waythree different codepoints |f available, the previous-hop information of the RSVP stat
are needed for PCN traffic: not-marked (NM), excess-traffigy the egress node may be used for that purpose, or tunnels
marked (ETM), and threshold-marked (ThM). A fourth codemay be used to facilitate the classification.
point, not-PCN, is used to carry non-PCN traffic with a PCN- 3) Admission Control with CL-PCNThe decision point
compatible DSCP. This encoding is called 3-in-1 and defingdeps an admission control state for each ingress-egress ag
in [4]. It is applicable only in PCN domains where all intragregate. This state may be setadmit or block In case of
domain tunnels comply with normal mode tunnels defined igymit, the decision point admits flow requests and blocks them
RFC6040 [7]. PCN domains using other legacy tunnel typ@$ case ofblock The decision point updates the admission

for intra-domain tunnels may use baseline encoding whigntrol state whenever it receives a new PCN egress report. |
prOVideS for Only two PCN COdepOin(NM and either ETM calculates a Congestion level estimate by

or ThM) and not-PCN, so that only a single marking algorithm TMR+EMR
can be supported. CLE = (1)
With both encoding options, ingress nodes set the ECN field NMR+TMR+EMR

of incoming PCN traffic to NM. To avoid interpretation ofwherebyNMR, TMR, and EMR are provided by the PCN

PCN marks as ECN marks outside PCN domains, egress noelgeess report. If they are all zero, tG&E is also defined zero.

reset the ECN field in the IP header of PCN packets to ndf-the CLE is smaller than a defined CLE limit€@ Lc g <1,

ECT before they leave the PCN domakppropriate actions, the admission control state is setadmit, otherwise it is set

e.g. tunneling, may be taken at the ingress node to suppert th block

restoration of the original ECN field at the egress node. With CL-PCN, the admission decisions are not very sensi-
tive to the value ofLc g thanks to threshold-marking. If an
ingress-egress aggregate is not carried over a pre-ceuagest

C. The “Controlled Load (CL)” Edge Behavior (CL-PCN) link, its CLE is expected to be zero. If it is carried over a pre-

congested link, it<CLE is expected to be one. This provides
We describe the required marking behavior for networks clear signal for admission control.

implementing CL-PCN, the generation of PCN egress reports
by PCN edge nodes, and how admission control and flow
termination are supported.

1) Marking Behavior for CL-PCN:With CL-PCN, PCN N poN aaie PCN
nodes perform threshold-marking and excess-traffic-marki  ingress egress
on each linkl of a PCN domain. The reference rate of the node
threshold-marker is configured with the link-specific admis
sible rateAR(l) and the reference rate of the excess-traffic-
marker is configured with the link-specific supportable rate
SRI). As soon as PCN traffic is carried over an AR- or
SR-pre-congested link, all PCN packets are threshold-athrk

node

I5ecision point

or excess-traffic-marked which is a very clear signal to stop 2) EMR>07
admission of further flows. If PCN traffic is carried over an g;gﬁbﬁm’% R
. . = +
SR-pre-congested link, some PCN packets are excess-traffic 7) TR=PCN-sent-rate — SAR
marked. 8) Terminate flows with overall rate of 7R

CL-PCN requires threshold-marking and 3-in-1 encodiqg
which limits its applicability: so far, there are only a few
chip sets that implement threshold-marking and due to B-in-
encoding CL-PCN can be deployed only in networks where 4) Flow Termination with CL-PCN:The flow termination
all tunnel decapsulators comply with RFC6040 [7]. process with CL-PCN is illustrated in Fig. 4. When the deci-

g. 4. Flow termination with CL-PCN.



sion point receives a PCN egress report with a rate of excease excess-traffic-marked. Therefore, a sfGalE value may
traffic-marked PCN traffic larger than zero, the respectiaready be a sign of serious AR-pre-congestion. To block new
ingress-egress aggregate was carried over a path on wigchatimission requests in such situations, the CLE Ilgjtz must
PCN traffic rate exceeded the supportable rate on at least teeset to a small value.

link. Thus, flows need to be terminated. Therefore, the dtis 3) Flow Termination with SM-PCNFlow termination with
point requests the rate of sent PCN trafffCN-sent-rate SM-PCN works similarly as with CL-PCN. However, if the
of the respective ingress-egress aggregate from the mgrescess-traffic-marked PCN traffic rdféVRis larger than zero,
node. The ingress node then measures the deBig¥dsent- this just indicates AR-pre-congestion for SM-PCN so that
rate and responds it to the decision point. When the decisioermination of traffic is not necessarily required. Whenkeds
point receives this PCN ingress report, it has already vedei are re-marked on link due to pre-congestion, the fraction of
another PCN egress report. If the rate of excess-traffidcathr not-marked PCN traffic of an ingress-egress aggregate can be
PCN trafficEMR is §ti|l larger than zero, the decision pointapproximated b% ~ min 1,% wherebyr(l) is
calculates the sustainable aggregate 8= NMR+TMR  the PCN traffic rate on link. If PCN traffic is carried over an
based on the latest PCN egress report. If the PCN traffig: hre-congested link this fraction is smaller tha@%:%.
rates of all ingress-egress aggregates are reduced o thejg gecision point uses this observation. It detects SR-pre
sustainable aggregate rates, SR-pre-congestion is rehtve .,ngestion when- NMR< NMR-+EMR holds and calculates
the bottlgnegk link. To that end, the decision point _comput?ne sustainable aggregates rateSAR=u-NMR Apart from

the termination ratel R= PCN-sentrate — SARand triggers hat flow termination for SM-PCN works in the same way as
the termination of an appropriate set of admitted flows withy, c|-pCN. SM-PCN also requires preferential dropping of

an overall rate offR The decision point has access 10 thgyess-traffic-marked traffic to avoid over-terminatiorcase
traffic descriptors of admitted flows. These descriptorvigi® packet loss.

upper bounds on the flow rates, but usually overestimate.them
The decision point uses them as rate estimates to compose an
appropriate flow set for termination, but then the actuas rat
of the chosen flows is likely to be smaller th&R Therefore, PCN-based admission control and flow termination provide
another termination step may be needed to fully remove SRultiple benefits for network operators.
pre-congestion on the bottleneck link.

If the decision point underestimates the sustainable ag- simplicity
gregate rateSAR it overestimates the termination rafeR
and possibly terminates too much traffic. This may happen
if not-marked and threshold-marked packets are dropped
to packet loss on some link. To avoid this source of ove
termination, a router should preferably drop thresholdkaa
and excess-traffic-marked packets in case of packet loss.

V. BENEFITS OFPCN-BASED FLOW CONTROL

With PCN-based admission control, decision points take
ission decisions on behalf of the entire network and only
ngress routers need to know the flow descriptors of admitted
lows for policing purposes. Interior nodes of a PCN domain
just meter and possibly re-mark PCN traffic without knowing
individual flows. This makes PCN nodes simple and scalable
i . . compared to routers that keep per-flow reservation states.
D. The “Single Marking (SM)” Edge Behavior (SM-PCN)
We describe the required marking behavior for networlﬁ Robustness
implementing SM-PCN and how admission control and flow’
termination are supported. PCN egress reports are gederaté®CN-based admission control is performed only at ingress
in the same way as for CL-PCN. nodes which makes it robust against link or node failures. In

1) Marking Behavior with SM-PCNWith single marking, case of a failure, traffic may just be rerouted and admission
PCN nodes perform on|y excess-traﬁic-marking on all linkstates of affected flows do not need to be modified. This is dif-
of a PCN domain and configure their reference rates witrent in other admission-controlled systems, e.g., hatiegl
their admissible rates. The link-specific supportable &fg) Services (IntServ), where reservations are bound to specifi
depends on admissible ra#R(1) and is determined for eachpaths. In IntServ, after a failure, admitted traffic is reesl

link | by a constanu that is consistent throughout a PCNand possibly policed on other links due to missing reseonati
domain: To restore reservations on backup paths, signalling isetted

SRI1) =u-AR(). 2) which is time-consuming and burdens routers with addifiona

_ ] ) ) load in a critical state. Within that time, the quality of see
SM-PCN requires only excess-traffic-marking and it may Ug agmitted flows is severely impacted.

baseline encoding. Therefore, it can be built with existing
hardware and deployed in networks with tunnel decapsigdator ) )
that do not comply with RFC6040 [7]. C. Capacity Savings

2) Admission Control with SM-PCNAdmission control Networks using PCN-based admission control and flows
with SM-PCN works as for CL-PCN from an algorithmic pointermination require less capacity compared to networksgusi
of view. However, admission decisions are more sensitive tonventional admission control. They achieve that through
the value of the CLE limitLc g. When PCN traffic exceedsthe use of measured feedback for admission control and by
the admissible rate of a link, only a fraction of PCN packetse ability to terminate flows under extreme conditions.sThi



is an economic incentive for network operators to use PCN

IP layer
technology. Sy - - ———
Conventional admission control uses traffic descriptors fo Layer 2 'DC Pre-congestion
resource allocation. As these traffic descriptors are atsml u ajerz P |Remaning
.. . . . eader header y
for policing, applications tend to specify generous upper [ [ N [ Data ——{ M [N | Data

bounds. Therefore, substantial over-reservation of dgpac . .c..maring .
. . .. . . . . ¢ Propagate marking

occurs which leads to inefficient use of transmission cdpaci  nermationtolayer2 information to IP layer
To increase efficiency, effective bandwidths may be catedla _. ) : .

hich . dditi y | . ffi y h . . Fig. 6. PCN metering and re-marking may be danéayer 2 and marking
which require a itiona _assumptlons.on traffic ¢ qrashes_ information may be propagated from the layer 2 frame headethe IP
and introduce substantial mathematical complexity. TBis datagram header upon decapsulation.
different with PCN-based admission control: it relies oname
sured feedback from the network and stops admission of new

flows onI.y if the actual rate of admitted P.CN .traffic exceeqsig_ 6. The encapsulating node copies the marking infoonati
the admissible rate threshold on some link in the network,m the IP header to the layer-2 header and the decapsylatin

Thereby it makes better use of transmission capacities thfhe copies the marking information from the layer-2 header
conventional admission control. to the IP header.

To make networks robust against network failures, rergutin
mechanisms are used. Moreover, admission control need%to
allocate sufficient capacity on all links so that traffic cam b~
carried during normal operation and in most probable failur Flow termination is a drastic measure and should be avoided
cases [1]. With PCN-based flow termination, overload aftéfy possible. However, if the restoration of a controlled load
rerouting can be resolved by terminating some admitted flowgndition is needed, it is desirable that low-priority flows
so that generous provision of backup capacity may not BE terminated before high-priority flows are removed. The

Support of Termination Priorities

needed. existing architecture for PCN-based flow termination aow
decision points to choose a subset of flows from a specific
.@' ingress-egress aggregate for termination so that terromat
priorities can be respected to some extent.
,' I - — — Piink
/ \\ Link of lower VI. LIMITATIONS OF PCN-BaseD FLow CONTROL
/B Y network layer PCN-based flow control can be applied only under certain
(e.g. MPLS, Ethernet) . S
\ conditions. These limitations are due to the very nature of

admission control, to the fact that PCN-based flow control is
a feedback-based system, and to the simple implementdtion o
CL-PCN and SM-PCN.

A. General Limitations of Admission Control

Inelastic flows have a maximum bitrate and mostly require
a minimum bitrate to work properly. Therefore, they bene-
fit from high-priority transmission which may be combined
with admission control for efficiency reasons. Examples are
realtime voice and video traffic. Most admission control ap-

D. Extensibility of PCN to Multiple Networking Layers proaches require the maximum bitrate for policing purposes

Fig. 5 shows virtual IP links which are realized as paths o verify that ﬂOW.S d.o not send more traffic tha.m. negonateq.
CN-based admission control does not explicitly use this

a lower-layer packet-switched network. Their capacity @ n N .

fixed but shared with other IP links. For such links there afdPe" Pound. but it implicitly needs that admitted flows do
. - not increase their bitrates to arbitrarily high values.sTimay

no meaningful admissible and supportable rate threshdfids

layer-2 links have fixed capacity, admissible and supptﬁftat?e controlled by additional policing functions at PCN ingge

rates may be assigned to theand PCN metering and re_nodes which this is not subject to standardization of PCN.
marking may be applied to thenAppropriate codepoint&r o
MPLS have already been proposed [4]. B. Limitations of PCN-Based Flow Control

Lower layer equipment may just perform metering and Some shortcomings of PCN technology are due to the
marking. The the marking information is propagated to the lact that it uses measured feedback for control. PCN-based
layer upon decapsulatioso that admission control and flowadmission control causes over-admission if it admits tooyma
termination can still be carried out on the IP layehnis hardly flows and it causes under-admission if it blocks too many
implies changes to the existing proposals. However, itiregu flows. In a similar way, PCN-based flow termination causes
that PCN marking information is propagated from lower layeiover-termination if it removes too many flows and it causes
to the IP layer upon decapsulation [8]. This is illustrated iunder-termination if it removes too few flows. We summarize

Fig. 5. IP links may share the capacity of the same physio&kli



findings from literature [9], [10], discuss under which cénd Probing can solve this problem. At the arrival of a new
tions over- or under-admission or -termination may happeflow request, probe packets are sent from ingress to egress
and suggest workarounds. and the new flow is admitted if all of them arrived without

1) Inability to Support Advance ReservatiorSonsider the being re-marked. Probing is rather efficient and simple to
transmission of a popular live event starting at 8 pm. Flowslopt for CL-PCN but not for SM-PCN. With CL-PCN, probe
may be successfully admitted at 7.50 pm, but transmissipackets are re-marked in the case of pre-congestion. Tdreref
starts only at 8 pmThen over-admission occurs if too manya single probe packet already suffices to detect pre-cdongest
flows have been admitted before 8 pm. To work properly, PC¥his avoids heavy probe traffic and substantial probingydela
based admission control requires that a flow starts sendifigend-to-end signalling messages are re-used for probing
traffic immediately after admission so that its effect on th@mplicit probing), extra probe traffic can be fully avoided
network load is visible and can be reflected by PCN feedback.This is different for SM-PCN: only a fraction of probe
A solution to support advance reservation for PCN-bas@@ckets are re-marked in the case of pre-congestion. Tdreref
admission control is the generation of dummy traffic from thewultiple probe packets are needed to detect pre-congestion
instant of admission of a flow until it starts sending reaffita with a sufficiently high probability. They generate additid
However, this is not efficient. probe traffic and cause long probing delays.

2) Susceptibility to Flash Eventsnd Delayed Media A 2) Inability to Cope with Multipaths:With multipath rout-
flash crowd provides an unexpectedly high rate of admissiiny, flows of a single ingress-egress aggregate are possibly
requests. This is problematic for PCN-based admissiorr@bntforwarded over different paths between an ingress-egraiss p
because under these conditions many new flows are admit¢gé@dge routers. As a consequence, PCN feedback per ingress-
before the influence of previously admitted flows is refledted egress aggregate is not a reliable load estimate for th@@ces
the PCN feedback based on which the new flows are admittéide path of a new flow. We discuss several problems that are
Therefore, too many flows may be admitted so that ovetaused by this fact.
admission can occur. Similar effects can be observed when a) Under-Admissionif pre-congestion occurs on a link
flows are admitted but start their data transmission sigmfly  which is part of a multipath between an ingress-egress pair,
later. In that case, the admitted traffic rate may even aseill PCN feedback triggers the decision point to stop admission o
to some extent. new flows. New flows that would be carried only over non-

3) Need for Sufficientink Bandwidth With PCN-based pre-congested links of the multipath are blocked in the same
flow control, new flows are admitted until AR-pre-congestiofyay as those whose prospective paths include pre-congested
occurs. This is not problematic if flow rates are small cominks. Therefore, less flows are admitted than possible ab th
pared to admissible rates since then the relative overssioni  ynder-admission occurs. Probing can overcome this prablem
is small. If flow rates are rather large, a non-pre-congdsikd b) Over-Termination:If SR-pre-congestion occurs on a
may become even SR-pre-congested through the admissiaRr which is part of a multipath between an ingress-egress p
of a single flow so that flow termination is needed. Hencef edge routers, then PCN feedback triggers the decisiant poi
PCN technology is applicable only for links with sufficiento terminate admitted flows. As the decision point does not
bandwidth. In particular, the difference between the adibis  know which flows are carried over the SR-pre-congested link,
rate and supportable rate of a link must be clearly largen tha might terminate also other flows until SR-pre-congestion

the largest supported flow rate. stops. This causes over-termination.
o _ - With CL-PCN, this shortcoming can be easily repaired. The
C. Limitations due to Implementation Specifics egress node communicates to the decision point the set of

Both CL-PCN and SM-PCN rely on PCN feedback medlows for which it has recently observed excess-traffic-radrk
sured per ingress-egress aggregate. This keeps operition packets. These flows are carried over an SR-pre-congesked li
ple but also causes performance issues in the absenceamd are safe candidates for termination.
admitted traffic or in the presence of multipath routing. didia With SM-PCN, excess-traffic-marked packets are a sign
tion, SM-PCN may suffer over-admission and over-termorati of general pre-congestion and not specifically of SR-pre-
because its PCN feedback is impacted by statistical noise.congestion. Therefore, terminating only flows with recentl

1) Over-Admission with Empty Ingress-Egress Aggregatesxcess-traffic-marked packets may reduce over-termimatio
With CL-PCN and SM-PCN, a new flow is admitted unlesbut it cannot safely avoid it.
the PCN feedback of the ingress-egress aggregate the new c) Under-Termination: Another problem occurs only
flow belongs to indicates pre-congestion. If the ingresesgy with SM-PCN. It terminates flows only if the fraction of
aggregate does not carry any flow at that time, pre-congestexcess-traffic-marked packets is sufficiently large. If tink
cannot be indicated so that the new flow must be acceptefl.a multipath is SR-pre-congested but others are not, the
This effectively disables admission control in this sitoatand fraction of re-marked packets received by the egress node
may lead to over-admission. On the one hand, this situatioray not be large enough for the decision point to trigger
seems unrealistic as we already postulated links with $erfic termination.
bandwidth. On the other hand, such links may carry the traffic3) Additional Problems with SM-PCNSM-PCN suffers
of multiple ingress-egress pairs, each of them having a veagditional over-admission and over-termination because i
small average number of flows. Then, empty ingress-egrdaeks clear signals for AR- and SR-pre-congestion if the nhum
aggregates are quite likely. ber of packets per measurement interval is small. Hence, SM-



PCN can be applied only for large ingress-egress aggregatég P. Eardley (Ed.), “RFC5559: Pre-Congestion Notificati®CN) Archi-
a) Over-AdmissionWith SM-PCN, only a small fraction tecture,” Jun. 2009.

: ——, “RFC5670: Meteri d Marking Behaviour of PCN N
of packets are re-marked in the case of AR-pre-congestion. ] Nov. 2009. etering and Marking Behaviodr o ode

the PCN traffic rate on a link exceeds its admissible rate bj] B. Briscoe, T. Moncaster, and M. Menth, “Encoding 3 PCté8s in
5%, Only 1 out of 20 packets |S excess_trafﬂc_marked As a the |P'Hea.der Us.|ng aSIngle DSCP/” http://tools.Ietf.btgﬂ/draﬂ-letf-

. . e pcn-3-in-1-encoding-04.txt, Jan. 2011.
consequence, AR-pre-congestion is difficult to detecth# t |5, A" chamy, F. Huang, G. Karagiannis, M. Menth, and T. Tayl
egress node receives only 10 or 20 packets per measurement“PCN Boundary Node Behavior for the Controlled Load (CL) Mod

interval, the probability that none of these packets areketar of Operation,” http://tools.ietf.org/html/draft-ieffen-cl-edge-behaviour,

. . . . Dec. 2010.

is 60% or 35%. Therefore, the. dgmsmn point cannot reliablys; o Chamy, J. zhang, G. Karagiannis, M. Menth, and T. GaytPCN

block new flows and over-admission occurs. Boundary Node Behavior for the Single-Marking (SM) Mode op-O
b) Over-Termination: With SM-PCN, excess-traffic- eration,” http://tools.ietf.org/html/draft-ietf-pcsm-edge-behaviour, Dec.

marked PQCkEtS ?an be a sign of I'_ght or severe pre-c_ongesthn B. Bri.scoe, “RFC6040: Tunnelling of Explicit CongestidNotification,”

The decision point uses the fraction of excess-traffic-reark Nov. 2010.

PCN trafficto detect whether flows must be removed. Thid8] —— “Guidelines for Adding Co'ngestion Notification to drocols
. . . - . that Encapsulate IP,” http://tools.ietf.org/html/drbfiscoe-tsvwg-ecn-

fraction is subject to statistical fluctuatiorend can well encap-guidelines, Mar. 2011.

exceed the thresholﬁiin the absence of SR-pre-congestion sq9] M. Menth and F. Lehrieder, “Applicability of PCN-BaseddAission

that flows are terminated although not needed. The resulting Control” University of Wiirzburg, Institute of Computer i€uce, Tech-

. . iqnifi for 500 ket nical Report, No. 468, Mar. 2010.
over-termmaﬂqman besignificant even for packets per[lO] ——, “PCN-Based Measured Rate Terminatio@bdmputer Networks
measurement interval. vol. 54, no. 13, pp. 2099 — 2116, Sep. 2010.

VIl. CONCLUSION

Pre-congestion noatification (PCN) implements admission
control and flow termination for Differentiated IP networks
to support quality of service for realtime traffic like voiaed
video. While admission control is a well-known flow control
method, flow termination is new. The combination of both
methods allows economic provisioning of transport network
PCN-based admission control avoids overload caused by in-
creased user activity in such a way that an admissible rate ca
effectively be reached on a bottleneck link. This faciésat
efficient multiplexing of flows with overestimated trafficanh
acteristics. Congestion can occur in spite of admissiortirobn
under extreme conditions, e.g., due to rerouted trafficr afte
link or node failures. Normally, sufficient capacity needs t
be provided for such cases. PCN'’s flow termination function
gives a new perspective on network provisioning: capacdy m
be deployed less generously since congestion can be rdsolve
by removing admitted flows.

Important features of PCN technology are simplicity, exten
sibility, and universal applicability. Interior nodes of RCN
domain are unaware of any flows which is important for
scalability reasons. PCN technology can easily be extended
to lower network layers which makes it applicable to multi-
layer networks such as IP-over-MPLS or IP-over-Ethernet.
Moreover, it may support network architectures with path-
coupled and path-decoupled resource signalling. PCN td¢chn
ogy comes with new and attractive features, but is not perfec
Performance results have shown that it requires sufficient
traffic aggregation to work as desired. Two different stadda
exist: CL-PCN and SM-PCN. While SM-PCN can be built
with existing hardware, CL-PCN raises fewer performance
issues and is, therefore, applicable to a wider range of net-
working scenarios.
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