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ABSTRACT In MPLS, packets are encapsulated with labels that add domain-specific forwarding
information. Special purpose labels were introduced to trigger special behavior in MPLS nodes but
their number is limited. Therefore, the IETF proposed the MPLS Network Actions (MNA) framework.
It extends MPLS with new features, some of which have already been defined to support relevant use
cases. This paper provides a comprehensive technological overview of MNA concepts and use cases. It
compares MNA to IPv6 extension headers (EHs) that serve a similar purpose, and argues that MNA
can be better deployed than EHs. It then presents P4-MNA, a first hardware implementation running at
400 Gb/s per port. Scalability and performance of P4-MNA are evaluated, showing negligible impact
on processing delay caused by network actions. Moreover, the applicability of MNA is demonstrated by
implementing the use cases of link-specific packet loss measurement using the alternate-marking-method
(AMM) and bandwidth reservation using network slicing. We identify header stacking constraints resulting
from hardware resources and from the number of network actions that must be supported according to
the MNA encoding. They make an implementation for hardware that can only parse a few MPLS headers
infeasible. We propose to make the number of supported network actions a node parameter and signal this
in the network. Then, an upgrade to MNA is also feasible for hardware with fewer available resources.
We explain that for MNA with in-stack data (ISD), some header bits must remain unchanged during
forwarding, and give an outlook on post-stack data (PSD).

INDEX TERMS Alternate-Marking Method, Data Plane Programming, IETF, MPLS Network Actions,
Multiprotocol Label Switching, Network Slicing, P4, Wired Communications

I. Introduction
T HE MULTIPROTOCOL Label Switching (MPLS) proto-
col defined in RFC 3031 [1] has become a predominant
wide-area networking technology. In MPLS, packets are
equipped with labels adding domain-specific forwarding in-
formation. Packets are switched to intermediate nodes based
on the assigned label. Since the standardization in 2001,
the protocol has continuously evolved. In the last years,
new applications have emerged that require labels to not
only contain forwarding information but also information on
how to process a packet. Therefore, special purpose labels

(SPLs) have been defined. Examples of applications using
SPLs include entropy labels which support equal-cost multi-
path (ECMP) [2], and labels for No Further Fast Reroute
(NFFRR) [3] which avoid the looping of packets during
network failures. Further, labels can embed service function
chaining (SFC) information [4], [5], and data related to
operations, administration and maintenance (OAM) [6], [7].

The IETF has proposed the MPLS Network Actions
(MNA) framework [8] which is currently in the process of
standardization to facilitate extensions in the MPLS protocol.
The MNA framework provides an encoding for network

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

VOLUME 6, 2025


https://orcid.org/0009-0005-3917-2402
https://orcid.org/0000-0002-3216-1015

IHLE and MENTH: MPLS NETWORK ACTIONS: TECHNOLOGICAL OVERVIEW AND P4-BASED IMPLEMENTATION

actions and their data in the MPLS label stack. These
network actions and their data can be either encoded as in-
stack data (ISD) in the MPLS stack or as post-stack data
(PSD) after the MPLS stack. Since the MNA framework
serves as a foundation for future extensions of MPLS, it
must be efficiently supported by hardware. Extension headers
(EHs) in IPv6 are a similar concept to the network actions
introduced in the MNA framework. However, various works
[9]-[13] have shown that IPv6 EHs are not widely adopted
because they are not efficiently implementable on hardware.

The contribution of this paper is manifold. We provide
an introduction to the current state of the MNA framework
and the first use cases identified by the working group. We
compare the concept of the MNA framework to IPv6 EH
and explore the feasibility for hardware implementations.
Then, we implement the MNA framework based on the IETF
MPLS working group (WG) proposal [14] in P4 on the Intel
Tofino™ 2 switching ASIC using ISD. Our implementation
is the first and to date the only implementation of the MNA
framework. We evaluate the scalability and performance of
the P4-MNA implementation. Further, we implement and
evaluate two example network actions, namely the alternate-
marking method (AMM) for performance measurement, and
bandwidth reservation using network slicing. Based on our
implementation experience, we propose to extend the signal-
ing of hardware capabilities within an MNA-capable MPLS
domain so that MPLS nodes with less capabilities can be
integrated. Finally, we identify challenges arising from using
ISD, propose solutions to address them in future work, and
summarize security considerations of the MNA framework.

The rest of the paper is structured as follows. In Section II,
we provide a primer on the MNA framework, including
information on MPLS, SR-MPLS, SPLs, and MNA. An
overview of identified use cases by the IETF MPLS WG and
their mechanisms is given in Section III and in Section IV,
we compare [Pv6 EH with MNA and review related work.
In Section V, we explain the concept of the programming
language P4. The implementation of the MNA framework on
the Intel Tofino™ 2 is described in Section VI. In Section VII
we evaluate the P4-MNA implementation and the exemplary
network actions. In Section VIII, we describe constraints for
header stacking and propose a signaling extension, and in
Section IX, we identify challenges with mutable data. In
Section X, we describe security risks currently considered
in the MNA framework. Finally, we conclude the paper in
Section XI.

Il. A Primer on MPLS Network Actions (MNA)

In this section, we give a brief overview of traditional MPLS
networks including forwarding in MPLS and special-purpose
labels. Then, we explain the concept of the MPLS Network
Actions (MNA) framework as being standardized by the
IETF MPLS WG [15]. This includes the proposed MNA
header encoding, and the placement of network actions in
the MPLS label stack.

A. Traditional MPLS Networks
This section briefly summarizes the current state of the art
for forwarding and extensions in MPLS networks.

1) MPLS Forwarding

Nodes in an MPLS network are called Label Switching
Routers (LSRs). Initially, virtual circuits have been set up
in MPLS along a path of LSRs. These virtual circuits
are called Label Switched Paths (LSPs) and the virtual
connection identifier is called a label. The ingress and egress
of an LSP are called ingress Label Edge Router (LER) and
egress LER. LSPs are established through signaling prior to
communication. Packets are forwarded by LSRs using label
switching according to the entries of a forwarding table that
contains information about incoming interface and label, and
outgoing interface and label. At the egress LER, the MPLS
label of the LSP is popped and the packet is delivered to
its destination using the underlying Layer 3 protocol. An
exemplary network using virtual circuits in MPLS is shown
in Figure 1(a).
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(a) LSPs are set up prior to communication and labels are switched
according to LSP-specific entries in the forwarding tables.

Push > Label Ly
Label L Label L, o< Label Lp
Label Ly Label L3 Label Lg

Label L3 %
é = 2"’2510 3

SID 1R1
e

3\2 Label L3

Ro
Ingress

SR-MPLS Domain

57 LSE popped

(b) With SR-MPLS, paths are encoded in packet headers as label stacks.
During forwarding, LSRs pop the top-of-stack label.

FIGURE 1. MPLS forwarding using virtual circuits and SR-MPLS.

About 10 years ago, segment routing (SR) has been intro-
duced which turned MPLS into a connection-less and source-
routed packet switching technology. Labels are interpreted as
segment identifiers (SIDs) which denote next intermediate
nodes to where the packet is forwarded on the way to the
egress LER. In SR, there are two types of segments. An
adjacency segment describes a strict forwarding instruction
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over a specific link between two nodes while a prefix
segment describes a loose forwarding instruction to a prefix
over multiple hops [16]. For an adjacency segment, a node
pops the top-of-stack label and forwards the packet to the
next segment [17]. For a prefix segment, the top-of-stack
label is not popped until the prefix is reached. By stacking
multiple labels, a source route is defined. Thus, with SR,
the ingress LER pushes a label stack and intermediate hops
pop these labels. There is no connection concept with SR-
MPLS and therefore no signaling protocol is required to set
up connections. However, SIDs need to be signaled and label
stacks need to be computed. An exemplary network using
SR-MPLS with adjacency segments is shown in Figure 1(b).
In both examples, penultimate hop popping is not applied,
i.e., the egress node receives a label, pops it, and forwards
the packet based on the underlying Layer 3 information.

The ingress LER pushes one or more MPLS labels onto
the MPLS stack of a packet. An entry in this header stack
is called a Label Stack Entry (LSE). In Figure 2, the MPLS
header is visualized. It is 4 B large and consists of a 20 bit
label, 3 bits traffic class (TC), a bottom-of-stack bit (S), and
a 8 bit time-to-live (TTL).

E?Jitrl |2|3]4]5]|6]7]|8|9 [1012]12|13]14]15]16[17|18|10|20]21]22|23|24]25| 26|27 |28| 29| 30|31

MPLS label TC |S TTL
MPLS label TC |S TTL
MPLS label TC |S TTL

Layer 2 header| MPLS label stack | Layer 3 header

FIGURE 2. The MPLS label stack is located between the Layer 2 header
and the Layer 3 header. An MPLS stack consists of one or more LSEs,
each of which consists of a label value, a traffic class (TC), a bottom of
stack bit (S), and a time-to-live (TTL) field.

2) MPLS Special Purpose Labels

MPLS labels do not only contain addressing information but
also encapsulate information for special purposes. A special
label value range is reserved for these purposes and must not
be used for forwarding [18]. They are called base Special
Purpose Labels (bSPLs) and indicate an operation to be
performed by the LSR. An MPLS label stack containing a
bSPL LSE is illustrated in Figure 3(a).

For bSPLs, only 16 reserved values are available. There-
fore, the IETF defined the specific bSPL label with value
15, called an extension label, which indicates that the LSE
following that bSPL contains extended Special Purpose
Label (eSPL) values [18]. For eSPLs, more label values are
reserved and available for extensions. An MPLS label stack
containing an eSPL LSE is illustrated in Figure 3(b).

However, currently only two eSPL values are allocated
which are used for SFC in RFC 8595 [4]. For these eSPL
values, it is assumed that no other extension label is present
in the MPLS stack [19]. This makes it difficult to combine
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(a) An MPLS label stack with a (b) An MPLS label stack with a
bSPL LSE. bSPL LSE indicating an eSPL LSE.

FIGURE 3. MPLS label stacks containing bSPL and eSPL LSEs [18].

SFC eSPLs with other extensions such as the alternate-
marking method (AMM). Further, MPLS extensions often
require modifications to existing specifications [8].

B. The MNA Framework

This section summarizes the concept of the MNA frame-
work, including an overview, the header encoding for net-
work actions, and scopes in MNA proposed by the IETF
MPLS working group.

1) Overview
The MNA framework provides a general mechanism for the
transmission and processing of predefined network actions
and their required data to facilitate extensions to the MPLS
protocol [8]. To that end, the working group proposed a new
header encoding for network actions in the MNA framework
[14]. Network actions are either located in-stack or post-
stack. In this work, we consider in-stack network actions.
Generally, a network action in MNA contains an opcode
that identifies the operation that the LSR will perform on the
packet. Those network actions are encoded as LSEs in the
MPLS stack. A packet can contain multiple network actions.
A network action may require input parameters to process
the indicated network action or may write the result from the
processed network action into the packet header. This data
is carried in the MPLS stack leveraging the MNA encoding
and is called ancillary data (AD).

2) The MNA Header Encoding

In MNA, a stack of related LSEs in the MPLS stack
containing network actions and AD is called a Network
Action Sub-stack (NAS) [8], [14]. A NAS is inserted below
a forwarding label in the MPLS stack. Multiple NAS can
exist in an MPLS stack. Figure 4 shows an example of two
NAS inserted into an MPLS stack with stacked forwarding
labels.

A NAS is comprised of multiple LSEs with different
purposes. Essentially, a NAS is a bSPL LSE followed by
network action LSEs. For network action LSEs, the tradi-
tional MPLS LSE encoding is repurposed. A NAS consists
of four differently encoded LSEs listed below [14].

e The NAS indicator LSE (Format A),
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e the initial opcode LSE (Format B),
e the subsequent opcode LSE (Format C),
e the ancillary data (AD) LSE (Format D).

%Tl |2|3]4]5|6]7]|8 |9 [1012]12|13]14]15]16[17|18]19|20]21]22|23|24]25| 26]27 |28|29] 30[31

MPLS (forwarding) label TC |S TTL
l Network Action Sub-stack (NAS) I
MPLS (forwarding) label TC |S TTL

I Network Action Sub-stack (NAS) I

_____________________________________________________________

Layer 2 header| MPLS label stack | Layer 3 header

FIGURE 4. An example of two NAS inserted into an MPLS label stack. A
NAS consists of at least two LSEs and up to 17 LSEs.

For network actions and AD LSEs, the encoding of an
MPLS LSE is repurposed as shown in Figure 5.

anT%ilﬁ |2]3]a]s5|6]|7|8]|o]10]11|12]13]14|15]16]17]18]19]20|21|22| 23|24 | 25| 26 | 27| 28|20 |30| 31
A MPLS label = bSPL TC |S TTL
B Opcode ‘ Data R‘ IHS |S U‘ NASL =3 |NAL =0
C Opcode Data S/U| Data |NAL=1
D1 Data S Data
C Opcode Data S/U| Data |NAL=0

FIGURE 5. The four different LSE encodings of a Network Action
Sub-stack (NAS) in the MNA framework.

In the following, the different encodings are explained.
A NAS starts with a bSPL value (Format A) that indicates
the beginning of the NAS. This LSE is referred to as NAS
indicator. Following the NAS indicator, the mandatory initial
opcode LSE (Format B) defines the first network action to
be processed in this sub-stack. The repurposed fields in the
initial opcode format are shown in Figure 5 and are briefly
described below [14].

e Opcode: the operation code that identifies this network
action.

e Data: AD belonging to this network action, e.g., flags.
13 bits are available for AD in Format B.

e [HS: the scope of this sub-stack. This can be either
ingress-to-egress (I12E), hop-by-hop (HBH), or Select.
More on this in Section II-B3.

e Network Action Sub-stack Length (NASL): the number
of additional network actions and AD LSEs in this NAS
excluding the Format B LSE, i.e., the length of this
NAS.

e Network Action Length (NAL): the number of AD
LSEs following and belonging to this network action.

The NASL and the IHS field defined in the Format B LSE
are valid for the entire NAS. The R, S, and U fields are not
relevant in this work. The bare minimum NAS consists of
the NAS indicator (Format A) LSE and the initial opcode

(Format B) LSE. Only one Format B LSE is allowed in an
NAS.

Optionally, subsequent opcode LSEs (Format C) or AD
LSEs (Format D) follow. The Format C LSE is a simplified
version of the Format B encoding. The Format D LSE
contains AD which relates to the preceding Format B, or
Format C LSE. AD can be carried either as part of a Format
B or Format C LSE, or as a separate AD LSE in Format
D. In the Format C LSE, 20 bits are available for opcode-
specific AD. Finally, the Format D LSE contains 30 bits
for opcode-specific AD. The semantics of the AD are left
to the predefined network action. A NAS can contain up to
16 network actions and AD LSEs. Together with the NAS
indicator, a NAS therefore contains up to 17 LSEs. After
exposing a NAS to the top, it must be popped.

3) MNA Scopes and MNA with SR-MPLS

Network actions in the MNA framework can be processed
on selected nodes, on the egress node only, or on all nodes
along a path. To that end, a NAS specifies the scope of the
contained network actions in the IHS field of the Format
B LSE. Available scopes in the proposed MNA header
encoding are select, ingress-to-egress (I12E), and hop-by-hop
(HBH) [14]. In the following, the three scopes are described.
Then, an example for the placement of differently scoped
NAS in the MPLS stack is given in Figure 6.

A select-scoped NAS is processed by one specific node
on the path. It is located below the forwarding label for the
specific node. Only the node that exposes this NAS to the
top of stack, i.e., that pops the preceding MPLS forwarding
label, processes the select-scoped NAS. This NAS is popped
after processing.

The I2E-scoped NAS is only processed by the egress
LER. The I2E scope provides ingress to egress transport of
network actions and is a separate scope to provide data from
the ingress node specific to the egress node. It is placed at
the bottom of the MPLS stack.

HBH-scoped network actions must be processed on each
node along the path from source to destination. An HBH-
scoped NAS is located deeper in the stack, i.e., below another
forwarding label than the top-of-stack label. Therefore, an
LSR must search deeper in the MPLS stack to find an
HBH-scoped NAS. This problem is further described in
Section VIIIL

Figure 6 illustrates the differently scoped NAS and their
placement in an exemplary MPLS label stack in an SR-
MPLS environment of two LSRs R; and R, and one egress
LER Rj. Further, Figure 6 shows which nodes process the
differently scoped NAS.

The MPLS stack in Figure 6 encodes MPLS forwarding
labels for adjacency segments. In this example, LSRs parse
the entire MPLS stack. Therefore, in Figure 6, R, executes
network actions in the select-scoped NAS located below the
top-of-stack forwarding label, and the HBH-scoped NAS
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TABLE 1. Overview of identified use cases for MNA.

%MPLS label L Technology- .
e i Adaption to Proposal for
%{o} NAS S¢ Layer 2 header Use case agnostic MPLS MNA
MPLS label L, 52MPLS label L, Layer 2 header mechanism
MPLS label Lg MPLS label L3 >¢MPLS label L3 NFFRR - Kompella et al. | Saad et al. [21]
{5} NAS HBH {c} NAS HBH 2oy NAS HBH 3]
NAS Select NAS Sefect 3{0} NAS Select I0AM RFC 9197 [22], | RFC 5586 [24], | Gandhi et
NAS 12E NAS [2E 2 {5: NAS PE RFC 9326 [23] | RFC 6669 [25] | al. [6], Mirsky
Layer 3 header Layer 3 header Layer 3 header et al. [26]
ﬁ ﬁ i SFC RFC 7665 [27], | RFC 8595 [4] | MNA use
Label L1 Label Ly RFC 8300 [28] cases draft [20]
Q 3 Q AMM RFC 9341 [29], | RFC 8372[31], | Cheng et
LSRRy LSRR LERR3 RFC 9342 [30] | Cheng et | al [33]
‘ {0} NAS processed 54 LSEs popped ‘ al. [32]
Network
etwor RFC 9543 [34] | Saad eral. [35] | Li et al. [36]
slicing

FIGURE 6. An example MPLS label stack in an SR-MPLS environment
with adjacency segments. The HBH-scoped NAS is processed by all
nodes, the select-scoped NAS are processed by nodes that pop the
preceding forwarding label, and the 12E-scoped NAS is processed by the
egress LER.

located below the forwarding label Ls. R; pops the select-
scoped NAS after popping L;. Ro executes network actions
in the HBH-scoped NAS. R3 executes network actions in
the HBH-scoped NAS, the select-scoped NAS, and the I2E-
scoped NAS located below its forwarding label. In this
example, penultimate hop popping is not applied. With
penultimate hop popping, R removes the last forwarding
label but must not remove the NAS exposed to the top. Then,
Rs3 may receive a NAS at the top of stack [14].

lll. Identified Use Cases For the MNA Framework

In this section, we describe five use cases identified by the
IETF working group [20], namely no further fast reroute
(NFFRR), in-situ OAM, SFC, AMM, and network slicing.
Many of the identified use cases for MNA exist as a
technology-agnostic mechanism and are implemented and
adapted for the MPLS protocol. Table 1 shows a summary
of the identified use cases for the MNA framework. For each
use case, the technology-agnostic mechanism, the adaption
to MPLS, and a proposal for the MNA framework are shown.
In the following sections, the use cases are described in more
detail.

A. No Further Fast Reroute (NFFRR)

The MPLS Fast Reroute (FRR) mechanism defined in RFC
4090 [37] is a well-established mechanism to counter link
and node failures in an MPLS network. In FRR, backup
tunnels are established to bypass a section of an LSP in
case of a failure. Kompella et al. [3] identified the problem
of looping packets in a network with multiple failures
where FRR is applied multiple times, eventually leading
to congestion and packet loss. An example is illustrated in
Figure 7 and explained below.
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- - =Backup path for link R>-R3 (ON Packet without NFFRR
-------- Backup path for link Rg-R3 ~ $8%] Packet with NFFRR

FIGURE 7. In the network topology, an LSP R1—R;—R3—R, is
established. The link R>—R3 is protected by the path R.—R5-Rg, and the
link Rs—Rj3 is protected by the path Rs—R5—R-. If the link Ro—R3 and
Res—R3 fail at the same time, packets loop between the backup paths.
With NFFRR, packets are marked on the first reroute and dropped on a
second reroute [3].

In Figure 7, an LSP from node R; to node R, over R,
and Rj is established. If the links Ro—R3 and Rg—R3 fail
simultaneously, e.g., by a node failure of node R3, a packet
from R; arriving at Ry is rerouted using the backup tunnel
Ro—Rs—Rg. Once the packet arrives at node Rg, the packet is
again rerouted using the backup tunnel Rg—Rs—R2 because
the link Rg—R3 is down. The packet is rerouted to node
Ry where it is again rerouted to node Rg. Packets loop
between Ry, Rs, and Rg until the TTL expires. This leads
to congestion of the links Ro—R5 and Rs—Rg.

As a solution, Kompella et al. propose that an LSR adds
a bSPL MPLS label if a packet was rerouted via a bypass
FRR tunnel and if another bypass via a FRR tunnel is not
desired. A packet carrying such a bSPL allows an LSR to
distinguish fast-rerouted packets from regular packets. The
LSR that encounters such an bSPL MPLS label must not
send the packet over a FRR tunnel. With this approach, node
Ry marks the packet in Figure 7 with the NFFRR bSPL.
Node Rg does not reroute the packet back to node Ry but
drops it because the NFFRR bSPL label is present.
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However, the number of available bSPLs is limited. There-
fore, Saad et al. [21] propose a network action to leverage
the MNA framework for NFFRR. They propose to indicate
whether a packet was rerouted with a single bit in the AD
of a network action.

B. In-Situ OAM

In-situ OAM (IOAM) collects operational and telemetry
information as packets traverse a specific path. This informa-
tion can be leveraged for traffic engineering and monitoring.
IOAM does not send probe packets to collect metrics.
Instead, the information is added to or the collection is
triggered by existing data packets.

IOAM data can be collected in two ways. First, by adding
information to each packet and evaluating the information at
the tail-end. Second, by exporting information from packets
received by the LSR to a collector in the network, e.g., the
control plane. The first method is called the passport mode
and the second is called the postcard mode. The methods are
illustrated in Figure 8 [23].

(a) Passport mode.

o e

Y Data packets
IOAM export packets

[ ]ioam data

(b) Postcard mode.

FIGURE 8. Operation modes in IOAM.

In the passport mode in Figure 8(a), each LSR places a
“stamp”, i.e., the IOAM data, on the “passport”, i.e., the
header, of a packet. The passport mode is used in RFC
9197 [22], e.g., for path tracing. RFC 9326 [23] introduces
the direct export option which leverages the postcard mode
for data collection. In the postcard mode in Figure 8(b), each
LSR “writes a postcard”, i.e., sends a message containing
the IOAM data to the collector. The information is either
exported as raw data per packet or aggregated, processed,
and exported using protocols such as IPFIX. No information
is added to the data packet with the postcard mode. Which
mode to use and what data to collect is indicated in the
packet, e.g., with bSPL labels in MPLS [24].

Gandhi et al. [6] propose an approach to encapsulate
IOAM data in MPLS data planes. They leverage the MNA
framework for this approach. Their draft encapsulates the

IOAM data from RFC 9197 and RFC 9326 in a post-stack
network action. Mirsky et al. [26] propose an alternative
approach that encapsulates the direct export option from RFC
9326 in an in-stack network action.

C. Service Function Chaining (SFC)

SFC steers packets through a defined set of network func-
tions, such as firewalls, IDS, and NAT. Packets are classified
at the network edge and the classification decision is stored
in an SFC header. This header is leveraged to direct packets
to the desired network functions for processing [27]. To that
end, SR-MPLS or the network service header (NSH) can be
used [5]. An example of a SFC using SR-MPLS is given in
Figure 9.

DS NAT )
Firewall
Push
Label X C"’
Label Y -~ ., ".’ = X
o o\ i
Label Z Label X Label Y e

LER

LER

| - - = Service Function Path (SFP) |

FIGURE 9. A packet is classified at the ingress LER. Based on the
classification, an SR-MPLS stack is pushed onto the packet that encodes
the service function path (SFP). This path directs the traffic to various
service functions.

In Figure 9, the ingress LER classifies a packet and
adds an SR-MPLS stack which encodes the service function
path (SFP). The SFP steers the traffic to different service
functions. Alternatively to SR-MPLS, the NSH can be used
to direct traffic to the service function. The NSH defined in
RFC 8300 [28] describes an encapsulation for SFCs.

RFC 8595 [4] introduces an MPLS-based forwarding
plane for SFC leveraging eSPL values. Two consecutively
stacked MPLS labels encode the NSH in an MPLS Ilabel
stack. The fields of an LSE are repurposed to reflect the data
encoded in an NSH. However, this imposes some limitations
on the NSH. Because the 24-bit wide service path identifier
of an NSH is mapped to the 20-bit wide MPLS label field,
the MPLS representation of NSH must not assign values that
exceed the size of an MPLS label. Furthermore, the eight-
bit wide service index, which indicates the location of the
service function within the path, is mapped to the second
MPLS label, leaving 12 bits unused.

The proposed MNA framework is a generalization of the
concept described in RFC 8595. In MNA, the NSH can be
encoded more efficiently in the MPLS label stack without
imposing restrictions. To that end, the eSPL values can
be introduced as network action opcodes. The service-path
identifier, the service index, and metadata can be encoded as
AD in a NAS.
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D. Performance Measurement with Alternate-Marking
Method (AMM)

The alternate-marking method (AMM) defined in RFC
9341 [29] and RFC 9342 [30] is a mechanism to measure
packet loss and delay. In general, packet loss can be detected
using sequence numbers in packets. However, this requires
the insertion of sequence numbers into packets. Further,
devices must be able to extract and verify the sequence
number [29]. AMM is an alternative approach to measure
the packet loss and delay between two points. For packet
loss measurement, the number of sent packets is counted
on the sending end and the number of received packets is
verified on the receiving end. If the number of sent packets is
not equal to the number of received packets, packets are lost.
AMM requires synchronization of both sides, i.e., they must
be referring to the same set of packets. For this purpose,
a flow is divided into batches by marking packets of the
same batch and the same flow with the same color. For
each consecutive batch, the color is alternated. On changing
the color, the number of sent packets in the previous batch
is exported via an out-of-band channel, e.g., to the control
plane. This allows the control plane to verify the number of
packets of the same color. The number of packets in a batch
is either fixed or based on the packet rate and a fixed timer.
For delay measurement, the timestamp of the color change
event is exported to the control plane. An example using
AMM for packet loss measurement is given in Figure 10.

Packet loss A1 2 =Ni(ty) — N3(tp)

Control plane

export packet
counter N5(t,)

export packet
counter Ni(t;)

Received
packets ,/

N3 (ty) K .,,

e, o
¢ —_ -
’
4 T time © time
e

FIGURE 10. Packets are sent in colored batches. Each LSR counts the
packets per color. If the color alternates, the packet counter is exported to
the control plane. The control plane calculates packet loss based on the
received counters.

In Figure 10, colored packet batches are sent over an LSP
of two LSRs R; and Ry. The color-specific packet counters
per LSR over time are shown in the plots. At ¢; the color
alternates in LSR Ry, and at #5 in LSR R5. Therefore, the
LSRs R; and R, export their counter values of color a,
N£(t1) and N§(t2), to the control plane. The control plane
then calculates the packet loss on the link from node R; to
RQ of this batch ALQ = Nla(tl) — Nél(tg)

Packets are colored by setting a bit in the header, such
as the drop eligible indicator bit for Ethernet frames. Other

VOLUME 6, 2025

header fields may be used depending on the application.
Cheng et al. [32] describe an approach to leverage eSPL
entries to implement AMM in MPLS networks. In [33],
Cheng et al. describe another approach to leverage the MNA
framework to implement AMM in MPLS networks. Here,
a NAS with the AMM network action is described. The
encoding proposed by [33] for an AMM network action in
MNA is shown in Figure 11.

Fl\:IT
MPLS label = bSPL TCc [s TTL A
NAS{ | Opcode = * Data R|IHS|s|U| NASL | NAL |B
Opcode = AMM Data = Flow_ID S|U|FID|L|DNAL=0 C

FIGURE 11. The AMM network action is indicated by an opcode in the
Format C LSE. The data field of the network action contains the flow ID
and the packet color [33].

AMM operates on a per-flow basis. The 18-bit wide flow
ID is embedded into the data field of the network action
shown in Figure 11. The network action including its AD
does not fit into a Format B LSE and requires a Format
C LSE. The flow ID is distributed across the 16 bits of
the first data field and the two most significant bits of the
second data field. The two least significant bits of the data
field indicate the color for packet loss measurement (L) and
delay measurement (D). This network action is implemented
in P4-MNA for packet loss measurement and evaluated in
Section VII-C2.

E. Network Slicing
An IETF network slice, defined in RFC 9543 [34], provides
connectivity coupled with a set of specific commitments of
network resources, such as reserved bandwidth or latency.
Network slices provide end-to-end logical networks over a
shared physical infrastructure for various applications, such
as 5G networks and VPNs. They act as an overlay network,
creating multiple isolated virtual networks. A network slice
may stretch across multiple domains of a provider. The con-
figuration of a network slice, such as nodes, links, buffers,
queuing resources, and scheduling resources, is described
in a network resource partition (NRP). An NRP must be
configured prior to operation, e.g., with netconf, or via IGP
signaling [35]. Each NRP is identified by an NRP selector
which is added to each packet. The NRP selector indicates
which logical network, i.e., network slice, a packet belongs
to. An NRP selector consists of one or more fields in the
packet, e.g., an IPv6 address, or an MPLS label [35]. A
switch must perform operations on a packet based on the
NRP selector, e.g., traffic shaping to enforce bandwidth
reservations. An example network topology with two NRPs
sharing a physical infrastructure is shown in Figure 12.
Two NRPs are configured in the network in Figure 12.
NRP X (dotted) has low latency and high-reliability re-
quirements, e.g., for 5G networking. NRP Y (dashed) has
high bandwidth and low latency requirements, e.g., for video
streaming. The requirements, e.g., bandwidth reservations,
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= Physical medium

----- NRP X: low latency, high reliability requirement
- - NRPY: high bandwidth, low latency requirement
8§ Traffic shaper

FIGURE 12. Two NRPs sharing the same physical infrastructure. They
have different traffic requirements that are enforced by the LSRs.

are configured in the LSRs. Both NRPs share the same
physical medium but their traffic is isolated in two logical
networks. At the ingress node, traffic is classified to identify
to which NRP a packet belongs and a NRP selector is pushed
to the packet. Each transit node in the network enforces the
NRP by traffic shaping and scheduling.

In [35], Saad et al. describe an approach for implement-
ing network slices in MPLS networks. Here, LER classify
incoming traffic and push an NRP selector label onto the
MPLS label stack. With the MNA framework, the NRP
selector can be carried as a network action in the MPLS
stack. Li et al. propose an encoding for the NRP selector in
a network action which is shown in Figure 13 [36].

Fl\flT
MPLS label = bSPL TC |S TTL A
NAS
Opcode =NRP|  Data=NRP Selector  |R|IHS|S|U| NASL | NAL |B

FIGURE 13. The NRP network action is indicated by an opcode in the
Format B LSE. The data field of the network action contains the NRP
selector [36].

A network action for bandwidth reservations with network
slicing is implemented in P4-MNA and evaluated in Sec-
tion VII-D2.

IV. Related Work

First, we compare the concept of IPv6 EHs with the MNA
framework. Then, we review related work that identifies
shortcomings in IPv6 EHs. Finally, we review implemen-
tations of IPv6 EHs.

A. Comparison of IPv6 Extension Headers with MNA
RFC 2460 [38] defines IPv6 EHs to expand the functionality
of IPv6. IPv6 EHs contain options that indicate special op-
erations such as fragmentation or allow for segment routing
(SR) over IPv6 (SRv6). Table 2 compares the concepts from
IPv6 EH with the MNA framework.

IPv6 EHs are added after the IPv6 base header with their
presence and purpose indicated by the next header field in
the base header. Similarly, in MNA, network actions are
placed after a forwarding label. However, unlike IPv6, MPLS

TABLE 2. Comparison of IPv6 EH and MNA.

] IPv6 EH MNA
Indication Next header field Indicator LSE
(bSPL) followed by
opcodes
Scopes hop-by-hop (HBH), | Select, HBH, I2E
destination (I2E)
Upper bound on | Unbounded, chaining | 16 network actions

# extensions of extensions via next | per NAS, 1 NAS per

header field scope
Upper bound onex- | (22—1)B=255B | 4 B + (2* — 1) -
tension size per option from 8-bit | 4 B = 64 B in

length field in TLV a NAS from 4-bit
NASL length field

Limited to a domain

Deployment Global

does not use next header fields. Instead, network actions are
indicated by a label containing a bSPL value followed by
LSEs containing opcodes.

Both mechanisms allow to specify the scope of actions,
i.e., on which node an action is executed. IPv6 EHs can
either be processed only by the destination node (using the
destination option) or by every node on the path (using the
hop-by-hop option). MNA further enhances this by allowing
network actions to be processed on selected nodes in the
path, offering more granular control.

In terms of structure and size, IPv6 EHs provide high
flexibility. They can be concatenated indefinitely by updating
the next header field allowing an unbounded number of ex-
tensions per packet. However, MNA imposes stricter limits.
The MNA framework supports up to 16 network actions
per NAS with one NAS allowed per scope. This bounded
approach simplifies implementation but reduces flexibility
compared to IPv6 EHs.

IPv6 EHs support options encoded in a type-length-value
(TLV) format with a theoretical maximum of 255 B per
option due to the 8-bit integer width of the length field. The
length field indicates the number of bytes. In contrast, the
MNA framework limits the size to 64 B per NAS by the 4-bit
wide NASL field offering a smaller size bound. The NASL
field indicates the number of LSEs, i.e., 4 B, excluding the
Format B LSE.

IPv6 allows for global, inter-domain communication be-
tween devices. This makes it difficult to deploy extensions,
such as new options in a EH, because devices around the
world must implement new extensions to take advantage of
them. In contrast, MPLS is typically deployed by providers
as a Layer 2 and Layer 3 technique within their own
domain. This facilitates the deployment of extensions, such
as the MNA framework or new network actions in the
MNA framework. The usefulness of MNA in a provider’s
domain does not depend on the deployment of MNA in other
domains as providers can choose which network actions to
support in their own domain.
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B. Analysis of IPv6 Extension Headers

While IPv6 EHs appear more flexible due to their unbounded
concatenation and larger extension sizes, this flexibility in-
troduces challenges for hardware implementations. In the
following, we discuss related work on those hardware im-
plications for IPv6 EHs.

Custura et al. [10] analyze the transit of packets containing
IPv6 EHs on the Internet. They perform several experiments
in which traffic containing different IPv6 EH types and sizes
is sent to destinations around the world using RIPE Atlas
probes. In their results, the measured traversal rate decreases
with an increasing EH size. The authors of [39] identified
that the traversal rate is halved with an EH size of 64 B and
significantly lower with an even larger size. They conclude
that the successful reception of such a packet depends on the
type of EH it contains, its size, and the transport protocol
used.

Gont et al. [12] describe a reason for the limited forward-
ing of packets containing IPv6 EHs. To efficiently process
packets at high data rates, the packets must be processed
in the fast path of packet forwarding engines, such as
in the data plane of hardware implementations. The large
and dynamic header size of IPv6 EHs requires the lookup
engine to inspect deeply into the packet. Engines that cannot
inspect deep enough into a packet to extract all relevant
information typically drop the packet. Another approach
used by some packet forwarding engines with limited lookup
capabilities, as described in [12], is recirculation. In this
approach, one IPv6 EH is processed at a time. The packet
is then looped back to the ingress and processed again
until all EHs have been processed. By using recirculation,
each packet traverses the processing pipeline multiple times.
If not enough resources for recirculation are available, the
performance degrades and packets are dropped.

Routers that are unable to inspect deep enough into a
packet, or that do not use recirculation, can process packets
in the slow path, i.e., in the control plane software [10],
[12]. Processing large packet headers in the control plane
drastically reduces the performance. In addition, control
plane processing consumes the resources needed to manage
the router. This facilitates denial-of-service attacks such
as described in [9]. Here, a 285B arbitrary payload is
added with multiple IPv6 options that forces the control
plane to validate this payload wasting CPU resources and
resulting in a denial of service. Furthermore, the large size
of EHs prevents firewalls from inspecting transport layer
information, making stateful filtering intractable [11]. Since
there is no easy solution yet, they suggest dropping packets
containing certain IPv6 EHs as a temporary solution. They
further emphasize that this problem does not arise from a
vendor or manufacturer issue but rather from a flaw in the
protocol design that allows such large headers to be created.

With IPv6 EHs being standardized and deployed for many
years, it has been proven [9]-[13] that implementations
cannot efficiently support EHs to their full extent. The
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protocol design problem of IPv6 EH lies in the large header
stacks resulting from chained EHs and bloated options [13].
They cannot be processed efficiently on hardware. IPv6 EHs
can be chained arbitrarily with large payloads. In the MNA
framework, network actions are stacked. However, with
MNA, the maximum size of network actions and their data is
limited by the protocol design. While the MNA framework
is more constrained regarding the structure, number, and size
of network actions, it is also more feasible for hardware im-
plementations. This facilitates the implementation of MPLS
extensions in the future. However, processing many network
actions in the fast path remains a challenge due to limited
hardware resources. In this work, we therefore investigate
how many network actions can be processed in the fast path
on hardware, i.e., in the data plane.

C. Implementations of IPv6 Extension Headers
In this section, we provide an overview of existing imple-
mentations of IPv6 EHs in both hardware and software. To
the best of our knowledge, no other implementation of the
MNA framework than P4-MNA currently exists.

The authors of [40] provide a programmable segment
routing over IPv6 (SRv6) processor for SFC which is
based on a FPGA development board. The implementation
includes SRv6 processing and SFC encapsulation. Their
evaluation shows that their implementation achieves an SRv6
throughput of 100 Gb/s for 1500 B packets. However, the
implementation achieved approximately 70 Gb/s for 128 B
packets. In [41], the authors provide an implementation of
SRv6 in the Linux kernel, i.e., a software-based implemen-
tation. Their implementation supports SRv6 and an HMAC
TLV option. They tested their implementation in a 10 Gb/s
testbed. The authors of [42] provide an IOAM implemen-
tation encapsulated in IPv6 for the Linux kernel. Their
software-based approach achieved approximately 4 Gb/s for
78 B packets and 41 Gb/s for 1236 B packets. A whitepa-
per in [43] evaluates a software-based implementation of
SRv6 using the VPP framework. They achieve a forward-
ing rate of 48.43 Gb/s using 192 B packets. Additionally,
they present an FPGA-based implementation that achieves
up to 96.84 Gb/s. Software-based implementations, while
flexible, are typically limited by general-purpose CPUs and
cannot achieve the throughput required for high-speed transit
networks operating at hundreds of gigabits per second.

While existing implementations of IPv6 EHs achieve up to
100 Gb/s under certain conditions, the P4-MNA implemen-
tation presented in this paper achieves line rate processing of
400 Gb/s per port for both small (128 B) and large (1500 B)
packet sizes. The P4-MNA implementation is capable of
processing 32 network actions which are closely related to
options in IPv6 EHs such as IOAM and SFC.

V. Introduction to the P4 Programming Language
In this section, we give an introduction to the programming
language P4.
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Programming Protocol-independent Packet Processors
(P4) is a domain-specific high-level programming language
for describing the data plane of programmable switches. P4
can be used to implement user-defined algorithms for packet
manipulation and forwarding decisions. A P4 program can
be compiled for different targets that implement a specific
architecture. Such architectures can be either software-based,
like the simple_switch in the BMv2 [44], or hardware-based,
like the Intel Tofino™ 2 switching ASIC.

A P4 program consists of a programmable packet parser,
several programmable control blocks, and a programmable
packet deparser that are arranged sequentially in a pipeline.
The pipeline of the Intel Tofino™ 2 switching ASIC is
illustrated in Figure 14 and the components are further
described in the following.

Control plane
B X £ + A X ) ¥
v v ¥ ¥ ¥ ¥

¥
Traffic
Ingress|  |manag-
— de- —EESEE—
parser (que-
uing)

Egress
> de-
parser

Egress
parser

Egress

Ingressau gre:
control

parser |control

‘ P4 ‘)rog. block ‘ ‘Fixed-function block‘

FIGURE 14. The pipeline of the Intel Tofino™ 2 switching ASIC consists of
a programmable packet parser, control blocks, and a programmable
packet deparser for ingress and egress control [45].

A P4 program specifies user-defined metadata and packet
headers. User-defined metadata store values during packet
processing and do not exit the switch. It is comparable to
variables in other languages. User-defined packet headers
describe the packet headers that are accessible in the P4
program. They are parsed by the P4 parser and can be
manipulated during pipeline processing.

The P4 parser is modeled as a finite state machine and
extracts header information from the packet according to the
user-defined parser states. To that end, user-defined packet
headers are defined in the P4 program reflecting the header
fields, e.g., an MPLS LSE. Multiple of these headers can
be aggregated to form a header stack of that specific header
type, e.g., an MPLS label stack, or a NAS. Entries in a
header stack must all share the same header field structure,
i.e., different encodings are not possible in a single header
stack. A header stack in P4 is comparable to an array in other
languages. As is usual with arrays, the maximum memory
required for an array must be allocated before runtime and
cannot be changed dynamically. Several header stacks and
headers can be concatenated to form the complete packet
header. The remaining payload in the packet is ignored and
passed on by the P4 program [45], [46].

During parsing, bytes are parsed into different user-defined
headers, e.g., LSE encodings. An LSE parsed into the Format
B encoding contains more information about the semantics
of the LSE than an LSE parsed as raw bytes. The knowledge
about the semantics gained during parsing facilitates later
processing in the control block.

Control blocks in a P4 program contain the logic of the
algorithm. They consist of match+action tables (MATs) and
can make use of simple arithmetic and logical expressions as
well as branching constructs to define the packet processing
operations. The principle of MATs is illustrated in Figure 15.
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FIGURE 15. Selected header fields of a packet form a composite key and
are matched in a MAT. An associated action is executed. The content of
the MATs is filled by the control plane [47].

A MAT consists of a key definition and an action list.
The key definition comprises selected header fields that are
matched in the table. Upon matching a packet to an entry
in the MAT, the associated action from the action list is
executed. An action can manipulate packet fields or make
a forwarding decision. While the structure of a MAT and
the actions are defined in the data plane, the content of the
MATs is populated by the control plane.

To facilitate line rate processing on hardware, the opera-
tions that can be applied during packet processing are lim-
ited. Resubmit is a mechanism to reuse the limited resources
of a pipeline. A resubmit can be triggered in the ingress
control block during pipeline processing. When a resubmit
is triggered, a copy of the original packet is sent through
ingress processing again. A resubmit requires no additional
bandwidth and adds no processing delay as the packet is
not enqueued twice. A disadvantage of resubmitting is that
the packet copy does not contain any changes to the packet
headers that were applied during the first pipeline processing.
On the Intel Tofino™, up to eight bytes with metadata can
be prepended to a resubmitted packet. A packet can only
be resubmitted once [45]. The recirculation mechanism is
another mechanism that allows to reuse pipeline resources.
In a recirculation, packets are looped back to the ingress port
after processing. However, recirculation comes at the cost of
bandwidth and processing delay which is why we do not
consider it in this work.

Externs extend the functionality of P4 with target-specific
functions. Examples of externs are counters, registers, me-
ters, and digest messages. Registers enable stateful process-
ing of packets. Values stored in a register are persistent,
i.e., they are kept after the packet exits the pipeline. Meters
enable traffic shaping based on a configured rate. Digest
messages are Intel Tofino™-specific externs that allow small
user-defined packets to be sent to the control plane.
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More information on P4 can be found in a survey by
Hauser et al. [47].

VI. P4 Implementation of the MNA Framework

This section describes the P4-MNA implementation of the
MNA framework on the hardware-based Intel Tofino™ 2
switching ASIC using in-stack data (ISD). First, the general
architecture of the P4-MNA implementation is described.
Then, we describe how the complex header encoding of
the MNA framework is parsed in P4. Next, we explain
the processing of network actions in the P4-MNA pipeline.
Finally, we describe the implementation of example network
actions for performance measurement using AMM and for
network slicing.

A. General Architecture of the P4-MNA Implementation

A node running the P4-MNA implementation supports basic
MPLS functionality, i.e., MPLS label pushing, popping, and
swapping. In addition, PA-MNA nodes parse and process
network actions with the MNA encoding according to the
MPLS stack structure described in Section II-B3. The im-
plementation uses placeholders for the bSPL value of the
NAS indicator and opcodes as they are yet to be assigned by
TANA. For simplicity, the implementation comprises HBH-
scoped NAS and select-scoped NAS, but not the I2E-scoped
NAS. However, the I2E-scoped NAS can be added using the
same mechanisms described in the following.

The source code, including the data plane program in P4,
and the control plane program in Rust leveraging the rbfrt
library [48] is publicly available on GitHub [49]. Further, we
provide a Wireshark dissector for visualizing MNA traffic,
and a Python library to build MPLS stacks with MNA LSEs
in the GitHub repository.

B. Parsing of the MPLS Stack
The header encoding introduced with the MNA framework in
Section II-B brings a lot of complexity to parsing because of
different encodings and a dynamic structure. In P4, the parser
is implemented as a simple finite-state machine. On hardware
targets such as the Intel Tofino™ 2, the parser is limited
in its number of states and transitions due to hardware
constraints. A dynamic structure of different encodings in
a header stack increases complexity by the number of states
and transitions required for parsing. The implementation of
P4-MNA therefore facilitates the parsing of network actions
by parsing all Format D LSEs, i.e., AD LSEs, into the
encoding of a Format C LSE based on the length from
the NASL field. This reduces the complexity of parsing
the MNA stack while preserving most of the semantics for
different encodings. The semantics between Format C and
Format D LSEs are restored later in the control block using
MATs. This is further explained in Section VI-C.

An example NAS containing a Format B and multiple
Format C and D LSEs with its parsed internal representation
is shown in Figure 16.
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FMT Original NAS Parsed NAS FMT
A MPLS label = bSPL MPLS label =bSPL | A
B |Opcode, NASL = 4, NAL =1 Opcode, NASL = 4, NAL =1| B
D Data Parsing Opcode, NAL = * C

R —
C Opcode, NAL = 1 Opcode, NAL = 1 C
D Data Opcode, NAL = * C
Cc Opcode, NAL = 0 Opcode, NAL = 0 C

FIGURE 16. All Format D LSEs are parsed in the encoding of a Format C
LSE to simplify the parser. The different encodings are later distinguished
in the control blocks to restore the semantics of the Format D LSEs.

In the example, the length of the NAS is indicated by the
value 4 in the NASL field in the Format B LSE. In P4-MNA,
the example NAS is parsed into one Format A and B LSE,
and four Format C LSEs according to the NASL field. The
NAL fields, i.e., the number of AD LSEs per network action,
are not relevant during parsing in P4-MNA.

C. The P4-MNA Processing Pipeline

The processing pipeline of P4-MNA executes network ac-
tions through the application of MATs. For each of the 16
LSEs in a NAS, one MAT exists in the pipeline. The MATs
share the same structure illustrated in Figure 17 but match
on different indices in the array of parsed LSEs.

MAT_NAS1_LSE_0

Match keys:
hdr.net_action_lIse[0].opcode &
hdr.net_action_Ise[0].NAL

Match fields Action
Opcode | NAL
1 0 |I/se_0_opcode_ 1 with_0_ad
1 7 |Ise_0_opcode_1_with_7_ad
127 0 |Ise_0_opcode 127 with_0_ad
127 7 |lse_0_opcode_ 127 with_7_ad

FIGURE 17. A MAT for a network action matches on the opcode and the
NAL field.

In Figure 17, a MAT that executes network actions located
in the first LSE, i.e., at index 0, of a NAS is shown. Such
a MAT matches on the opcode and the NAL field of the
Format B or Format C LSE. The MAT has an action list with
up to eight actions per opcode. Only one of those actions
is matched and applied per packet. Each action accesses a
different number of LSEs that follow the network action,
i.e., AD LSEs. The number of accessed LSEs depends on
the NAL field in the matched network action.
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The ingress control block of the P4A-MNA pipeline applies
the MATSs to a NAS. The processing pipeline of P4-MNA is
shown in Figure 18.
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FIGURE 18. The pipeline of P4-MNA can process up to 16 network actions
in a single pipeline iteration. If more network actions are present, the
packet is resubmitted.

The P4-MNA pipeline can hold 16 MATs per NAS to
match network actions. Therefore, if the packet contains
multiple NAS, it is resubmitted as only 16 of those MATSs
fit into one pipeline iteration. The processing of a NAS is
referred to as @ in Figure 18 and its operating principle is
expanded in Figure 19.

During parsing, all Format D LSEs were parsed as Format
C LSEs to facilitate the parsing of the complex MNA header
structure as described in Section VI-B. However, by doing
this, the knowledge about the semantics of an LSE is lost,
i.e., whether the parsed LSE is an AD LSE, or a network
action LSE. To restore this information, a matched action
accesses a number of LSEs that follow the network action
according to the NAL field and interprets those as AD LSEs.
This mechanism is described in Figure 19 and expands block
@ from Figure 18.

In Figure 19, the control flow for the application of
network action MATSs is shown with an exemplary NAS.
The example NAS corresponds to the parsed example from
Figure 16, i.e., all Format D LSEs are parsed as Format C
LSEs. In step @, the first MAT is applied and matches on
the first network action in the NAS. This network action has
the opcode X and one AD LSE, i.e., the NAL field has the
value 1. Therefore, the corresponding action with opcode X
and one AD LSE is executed in step @. The actual logic of
the network action is applied in this step. The action accesses
the LSE indices 0 and 1, i.e., the network action LSE itself,
and the succeeding AD LSE. In the executed action, the first

Q Ingress control

Match fields Action

Opcode | NAL

,,’ X 1 |lse_0_opcode X_with_1_ad
,

’
’

laction Ise_0_opcode_X_with_1_ad:
access nas1_lIse[0] (Format B), set already_processed_Ise[0]
i
.

access nasl_lIse[1] (Format D), set already_processed_lse[1]

jul
=

T

Parsed NAS 178
MPLS label = bSPL

Opcode=X, NAL=1
processed_

Opcode, NAL = * RN Isef2]?

Opcode=Y,NAL=1 | "1 o

Opcode, NAL = *

O 0O O O W >«

Match fields |Action Match fields |Action

Opcode, NAL =0

Opcode | NAL Opcode | NAL

hS Y 1

‘\/ MAT applied  $€ MAT not applied ‘

FIGURE 19. A network action MAT is applied to the first LSE of the parsed
NAS. An entry is matched according to the opcode, and the NAL field. All
accessed LSEs are marked as already_processed and are not
considered further in processing.

LSE index is treated as Format B LSE'. All other accessed
LSE:s are treated as Format D LSEs. Therefore, the semantics
between the Format B/C and Format D encoding that were
lost during parsing are restored in this step. Further, in step
@, the action marks both LSEs as already_processed
in the metadata. Next, in step ©, the control block checks if
the succeeding LSE was marked as already_processed
by a previous network action. As the LSE at index 1 in
the example stack in Figure 19 was already accessed by
the previous network action, the MAT for this LSE is not
applied. Consequently, the next LSE index, i.e., index 2, is
checked whether it is marked as already_processed.
As this is not the case, the MAT for LSE index 2 is applied
in step @ and the action with opcode Y is executed. This
process repeats for all 16 MATsS in the pipeline.

D. Implemented Network Actions

In this section we describe two implemented network
actions, namely the performance measurement using the
alternate-marking method (AMM) and bandwidth reserva-
tion with network slicing.

1) Network Action for Performance Measurement Using AMM
As a first example network action, we implement link-
specific packet loss measurement using the alternate-marking
method (AMM) as outlined in Section III-D. This implemen-
tation allows LSRs to track and report packet counters per
flow enabling link-specific performance measurement.

I'The first MAT matches on the Format B LSE, all other MATs match
on Format C LSEs.

VOLUME 6, 2025



—IEEE IEEE Open Journal of the

ComSoc communications Society

To support AMM, a P4-MNA LSR maintains two registers
for each flow which count packets for the two colors used
in AMM. When an MPLS packet carrying a NAS with the
AMM network action is received, the LSR extracts the flow
ID from the packet header and increments the corresponding
color counter in the register. If the color of two consecutive
packets of the same flow differs, indicating a color change
event, the LSR generates a digest message containing the
packet counter value, the flow id, and a timestamp. This
digest message is sent to the control plane which correlates
the data received from all LSRs in the network. By collating
the timestamps included in the digest messages, the control
plane computes the packet loss for each flow per hop. This
network action is evaluated in Section VII-C2.

Time synchronization between LSRs is critical to ensure
accurate correlation of the counters. For practical deploy-
ments, external synchronization protocols such as the Net-
work Time Protocol (NTP) or the Precision Time Protocol
(PTP) are necessary to maintain consistent timing across
distributed nodes.

2) Network Action for Network Slicing

As a second example network action, we implement band-
width reservation for network slices as outlined in Sec-
tion III-E. The purpose of the MNA framework in network
slicing is to carry the network resource partition (NRP) selec-
tor in each packet. The NRP selector identifies the network
slice a packet belongs to. The LSR performs traffic shaping,
e.g., bandwidth reservation, based on orchestrated NRPs.
The orchestration of NRPs is handled by a management and
orchestration (MANO) framework and is considered out of
scope for this work.

On processing the network slicing action in a P4-MNA
LSR, the NRP selector is extracted from the packet. Next,
the packet is matched in an additional MAT that performs
bandwidth metering using the meter extern of the Intel
Tofino™ based on the extracted NRP selector. The reserved
bandwidth per NRP is configured by the control plane. The
bandwidth is metered according to the configured bandwidth
reservation per network slice, i.e., traffic that exceeds the
configured rate is dropped. Other traffic, i.e., traffic that is
not part of an NRP is metered with the remaining available
bandwidth. This way, the bandwidth reservation for every
NRP is enforced through the NRP selector indication in the
MNA network action. This network action is evaluated in
Section VII-D2.

VII. Evaluation

In this section, we first analyze the scalability of P4-MNA in
terms of the number of implementable network actions and
the complexity of the network actions. We then evaluate the
impact of the number of network actions on the processing
delay and forwarding rate, showing the ability of P4-MNA to
process network actions with the MNA encoding. Finally, we
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evaluate the two implemented use cases: link-specific packet
loss measurement using AMM and bandwidth reservation
using network slicing. The use case evaluations demonstrate
the ability of P4A-MNA to implement custom network actions
using the available resources on the Intel Tofino™ 2 ASIC.

A. Scalability Analysis of P4-MNA

The IETF MNA encoding allows 128 different opcodes. The
P4-MNA pipeline described in Section VI-C requires up to
eight entries in a MAT and up to eight actions for one
opcode, i.e., opcode A with 0 AD LSE, opcode A with
1 AD LSEs and so on. In total, 128 - 8 = 1024 entries
are needed to cover all combinations of opcodes with AD
LSEs in one MAT. A network action MAT in P4-MNA
has a size of 4096 table entries and can therefore hold
all possible combinations. However, when implementing a
network action, additional resources such as registers for the
AMM network action, and meters for the network slicing
action must be considered.

The complexity of network actions that can be imple-
mented is limited to the functionality of the Intel Tofino™
2 ASIC and the P4 language. Simple network actions such
as the network slicing and the AMM network action are
implementable. However, more sophisticated features, such
as cryptographic functions, are not supported on the Intel
Tofino™ 2. More hardware, e.g., a cryptographic extern
offloaded to an external server or a smartNIC, is required
to implement such functionality.

More complex network actions may require more in-
structions that may not fit in the pipeline. In this case,
recirculation is required. In a recirculation, a packet is looped
back to an ingress port where it is processed again, i.e.,
the required instructions are applied. An advantage of this
is the implementation of more complex functions such as
shown by [50]. However, recirculation comes at the cost of
bandwidth. To avoid this, simple network actions should be
preferred. The network actions currently proposed by the
WG are simple enough to not require recirculation. However,
a combination of many simple network actions may also
exceed the packet processing resources within a single packet
processing cycle and require recirculation.

B. Impact of Number of Network Actions

In this section, we evaluate the impact of the number of
network actions on the processing delay and forwarding rate.
First, we describe the testbed and methodology. Then, we
present our results.

1) Testbed and Methodology

The P4-MNA implementation operates at line rate of
400 Gb/s per port. We evaluate network action processing
on a path of three LSRs emulated by ingress ports on an
Intel Tofino™ 2 switch. The ingress and egress LERs are
emulated by a second Intel Tofino™ 2 switch running the
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PATG traffic generator [51]. We extended PATG to enable
400 Gb/s MNA traffic generation [52]. The testbed setup for
this evaluation is shown in Figure 20.

—

LERRq LSRR, | Network
Intel Tofino™ 2 bt action
running P4TG A ----1 pipeline

Label L3

Intel Tofino™ 2 running
P4-MNA

FIGURE 20. The testbed consists of three LSRs represented as ingress
ports on the P4-MNA switch. Packets containing the network actions are
sent from P4TG to an ingress port of the switch. Here, network actions are
processed and the packets are sent to another ingress port.

In Figure 20, packets are sent to an ingress port of the Intel
Tofino™ 2 switch running the P4-MNA implementation.
Each ingress port of the P4-MNA switch represents an LSR
processing network actions. After processing the network
actions in the stack, LSRs pop the top-of-stack label and
forward packets accordingly. For label L;, Lo, and Lg
packets are sent to a different ingress port on the same Intel
Tofino™ 2 switch. LSR R3 forwards packets back to the
traffic generator PATG for traffic analysis and measurement.
In the testbed setup, all LSRs operate on the same physical
device and share a common time reference.

For all experiments, constant bit rate (CBR) traffic is gen-
erated for approximately 60 seconds by PATG. The smallest
frame size the traffic generator P4TG can generate to achieve
400 Gb/s is 128 B. Wide-area networks are dominated by
Ethernet traffic which typically uses a default MTU size of
1500 B [53]. Therefore, we tested two packet sizes: 128 B
and 1500 B. For both tested packet sizes, the results were
nearly identical with only a marginal reduction in latency
for 128 B packets, i.e., in the order of nanoseconds, resulting
from the smaller packet size. For clarity, we focus on the
1500 B results as larger packet sizes are more representative
of typical high-throughput network traffic. Each experiment
in the evaluation is repeated ten times and confidence inter-
vals with a confidence level of 99 % are calculated.

2) Performance Results

In this evaluation, we test four different MPLS stacks and
measure the RTT and packet loss to measure their impact on
the processing delay and forwarding rate. Figure 21 shows
the MPLS stacks used in the experiments containing network
actions and forwarding labels to reach the nodes R;, Rs, and
R3 in a SR-MPLS fashion.

|Layer 2 header||Layer 2 header||Layer 2 header”Layer 2 header
MPLS label L || MPLS label L4 || MPLS label L; || MPLS label L
MPLS label L, || MPLS label L, || MPLS label L, || MPLS label L,
MPLS label Lz || MPLS label L3 || MPLS label L3 || MPLS label L3

Layer 3 header NAS HBH NAS HBH NAS HBH
1x AMM action 1x AMM action 11x dummy action
10x dummy action

Layer 3 header

™

(c) E3.

Layer 3 header
(b) E2. (d) E4.

FIGURE 21. The MPLS stacks used in the evaluation for experiments E1 —
E4.

Layer 3 header

(a) EL.

In the first experiment E/, the MPLS stack contains only
forwarding labels, i.e., labels L;, Lo, and L3 to validate
the MPLS forwarding capability. In the second experiment
E2, we add the AMM network action from Section III-D
in an HBH-scoped NAS to the MPLS stack. In the third
experiment E3, we add ten additional network actions to the
HBH-scoped NAS to see if multiple network actions have
an impact on the processing delay. Ten additional network
actions is the maximum the traffic generator PATG supports.
These are dummy network actions that write arbitrary data
into their AD fields upon processing. The dummy actions
constitute a stress test to evaluate the system’s ability to
process multiple network actions. In the fourth experiment
E4, the MPLS stack contains an HBH-scoped NAS with
eleven dummy network actions. In this experiment, the
AMM network action is not contained to see if the process-
ing of the more sophisticated AMM network action impacts
processing delay.

This evaluation has two goals. First, we want to verify
if P4-MNA is capable of achieving line rate processing
of network actions. Second, we analyze the impact on the
processing delay resulting from network actions in the MPLS
stack. We measure the packet loss PL and the RTT of the
returned traffic using the measurement capabilities of the
traffic generator PATG. The mean results of the RTT and
packet loss measurement are shown in Table 3. For clarity,
we omit confidence intervals as their width was less than
0.004 % of the measured average for a confidence level of
99 %.

TABLE 3. Measured packet loss PL and RTT for the experiments E1 — E4.

] | E1 E2 E3 E4
PL 0 0 0 0
RTT 4.75 ps 4.79 ps 4.79 us 4.79 us

Table 3 shows that no packet loss was recorded, i.e., P4-
MNA achieves line rate forwarding of 400 Gb/s with MPLS
traffic in the experiments E1 — E4. Adding network actions
increases the RTT marginally by ~ 40 ns from 4.75 us in E1
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to 4.79us in E2 — E4. A packet is processed once by each
LSR, i.e., three times in total’>. The latency added by one
LSR in E2 - E4 is therefore 402 = 13.3 ns.

The increased transmission delay resulting from the larger
frame size due to additional network actions is negligible,
i.e. less than 1ns. According to a latency profiling study
of the Tofino™ P4 programmable ASIC-based hardware
by Franco et al., the number of applied tables and the
number of parser states increase the latency in the order
of nanoseconds [54]. The number of applied tables differs
in E2 and E3 because more network actions exist in the
MPLS stack, but both experiments result in the same latency.
Therefore, the number of applied tables has no measurable
impact on the processing delay in P4A-MNA. In E2 and E3,
the AMM network action is applied, which performs more
sophisticated operations compared to the dummy actions
such as accessing registers. However, there is no increase in
RTT compared to E4 where only dummy network actions are
applied. Therefore, the complexity of network actions does
not affect the processing delay in P4-MNA. The difference
between El and E2 — E4 is the additional parsing state that
extracts network actions. We therefore attribute the increase
in RTT to the additional parsing state. However, the observed
RTT increase of 13.3ns per hop is negligible.

Although the current evaluation is limited to eleven net-
work actions due to traffic generation constraints, the P4-
MNA implementation supports up to 32 network actions. In
future work, we plan to extend the P4TG traffic generator to
generate larger MPLS stacks to further evaluate the P4-MNA
implementation.

C. Use Case 1: Alternate Marking Method (AMM)

In this section we describe the evaluation of the first
implemented use case, i.e., link-specific packet loss mea-
surement using the alternate marking method (AMM). For
this evaluation, the testbed and methodology described in
Section VII-B1 are used. First, we describe the configuration
and validation of end-to-end packet loss in the testbed. Then,
we use the AMM network action to calculate link-specific
packet loss.

1) Validation of End-to-End Packet Loss

In experiment ES, the LSRs R;, R2, and R3 are configured
to drop packets probabilistically to emulate packet loss on
a link. In this evaluation, we verify the configured end-to-
end packet loss. This experiment serves as a baseline for
evaluating the link-specific packet loss measurement using
the implemented AMM network action in experiment E6.
The probability pf;ipl denotes the packet drop probability
on the link from node R; to R,;;. We configure the
probabilities pg“ffp =0.1, p‘lif;p =0.2, and pgf?fp = 0.3. The
packets are dropped according to the configured probability
in the ingress of node R;; before any packet processing is

2The per-packet processing delay is constant on the Intel Tofino™.
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applied. The end-to-end packet loss is measured at the traffic
generator PATG.

For experiment ES, i.e., with probabilistic packet drop, the
measured packet loss at PATG is at 49.6 %. The expected
end-to-end drop probability pg;f P of a frame being dropped

by one of the LSRs is given in Equation 1.

s =1— [I -s) (1)
i€{0,1,2}

For the configured drop probabilities the expected end-
to-end drop probability of a frame is pgg’ P = 0.496. The
measured packet loss of 49.6 % matches exactly with the
expected probability, validating the configuration.

2) Validation of Link-Specific Packet Loss

In experiment E6, we evaluate the link-specific packet loss
measurement of the implemented AMM network action. The
LSRs are configured to drop packets on ingress according
to experiment E5 in Section VII-Cl. We calculate the
link-specific packet loss resulting from the reported packet
counters of the AMM network action and compare them to
the configured packet loss. In this experiment, the color in
the generated AMM network action is alternated ten times
approximately every five seconds at a rate of 400 Gb/s.
Every LSR exports its packet counter value to the control
plane when the color changes. For evaluation, the control
plane uses the last counter value received to calculate the
packet loss of each link.

For a link from an LSR R; to its successor LSR R; 4, the
link-specific packet loss A; ;41 is calculated in the control
plane based on the reported counter values triggered by the
AMM network action. The value N{* denotes the counter
value of LSR R; and color a, i.e., the number of received
packets of color a at LSR R;. Equation 2 calculates the link-
specific packet loss between LSR R; and R, ; based on both
color counter values. This equation can be further simplified
to Equation 4.

Ajip1 = (N{' = N1+ (N} — Nib+1) )
= (Nf +N}) - (N?+1+Nib+1) 3
_ Nfotal _ Nfitlal (4)

Equation 4 measures the link-specific packet loss A; ;1
by correlating the counter values of two consecutive LSRs
R; and R;;; regardless of packet color. In the evaluation,
we can use Equation 4 to calculate the link-specific packet
loss. In general, however, both colors are required to have a
synchronized export trigger as described in Section III-D.

In the evaluation testbed, LSR R; does not have a pre-
ceding LSR. To calculate the packet loss Ay ; on the link
from the traffic generator to LSR R, the total number of
sent packets is known to the control plane.

The formula for the calculated link-specific packet loss
rate ﬁﬁgipl on a link from LSR R; to R;;; is shown in
Equation 5.
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The mean results from experiment E6 are shown in
Table 4. The width of the confidence intervals was less than
0.005 % of the measured average and therefore, they are not
shown.

TABLE 4. Mean counter values and calculated packet loss per link with the
AMM network action.

Generated | LSR R; LSR Ro LSR R3

packets

#Received
packets

860879414 | 688688859 | 482063758

of color a
Nt
#Received

packets

860953198 | 688751879 | 482136175

of color b

b
Ni+1

total
Ni+1

Calc.
loss
AMM

1913168832 | 1721832612

191336220

1377440738
344391874

964199933
413240805

with

AVRES]
Calc.
rate with

AMM
d

i
Conf. loss 0.1 0.2 0.3

drop
Piit1

loss 0.1000 0.2000 0.3000

Table 4 shows that the calculated link-specific packet loss
rate ﬁ%f’f’l matches the configured drop probabilities pf;‘jrpl
for each LSR. For LSR Ry, 10 %, for LSR Ry 20 %, and for
LSR R3 30 % packet loss was measured. This matches the
configured drop probability at each LSR exactly. Thus, the
implemented AMM network action is capable of precisely

measuring link-specific packet loss.

D. Use Case 2: Network Slicing

In this section we describe the evaluation of the second im-
plemented use case, i.e., bandwidth reservation with network
slicing. We apply the same methodology as explained in
Section VII-B1 but use a different testbed. First, we describe
the testbed, and then, present our results.

1) Testbed

In experiment E7, we evaluate the implemented network

slicing action for bandwidth reservation described in Sec-

tion VI-D2. We use the testbed as shown in Figure 22.
The testbed in Figure 22 contains two Intel Tofino™ 2

switches that are connected with a physical 400 Gb/s and

a 100 Gb/s link. The first Tofino™ runs the PATG traffic

E Network
i action

Intel Tofino™ 2 : pipeline
running P4TG

Intel Tofino™ 2
running P4-MNA

= Physical medium = = NRP X: 20 Gb/s
---- NRP Y: 30 Gb/s
g Traffic shaper

=«++NRP Z: 50 Gb/s

FIGURE 22. Three NRPs are configured with bandwidth reservations.
They are generated by P4TG and are sent via a 400 Gb/s link to the
P4-MNA switch. The traffic is returned via a 100 Gb/s bottleneck link to
P4TG for measurement.

generator and the second runs the P4-MNA implementation.
In the testbed, three NRPs are configured. NRP X has a
bandwidth reservation of 20 Gb/s, NRP Y of 30 Gb/s, and
NRP Z of 50 Gb/s. PATG generates three streams containing
a network action with the NRP selectors X, Y, and Z.
They are generated with the respective reserved bandwidth
and are sent via the 400 Gb/s link to the P4-MNA switch.
The P4-MNA switch performs traffic shaping according to
the configured bandwidth reservations of the NRPs and the
extracted NRP selector from the network action. For that
purpose, the control plane configures the meter extern in the
data plane with the reserved bandwidth for each NRP. Then,
the switch returns the traffic via the 100 Gb/s link to PATG
for measurement. The 100 Gb/s link creates a bottleneck
in the network that causes congestion in the switch if the
capacity of the link is exceeded leading to packet loss. We
add a fourth stream generated on the 400 Gb/s link that
exceeds the bottleneck link’s capacity to force congestion
on the egress link. This stream is interference traffic and
does not contain an NRP selector. Therefore, no bandwidth is
reserved for the interference traffic stream. In total, 200 Gb/s
of traffic is generated.

2) Validation of Bandwidth Reservations
First, we measure the packet loss per stream and the RTT
without generating interference traffic, i.e., no congestion
is caused on the link. Next, we add interference traffic
but do not apply the network slicing action, leading to
congestion. Finally, we apply the network slicing action. The
mean measured packet loss per stream for E7 is shown in
Figure 23. The width of the confidence intervals was less
than 0.05 % of the measured average and therefore invisible.
In Figure 23, no packet loss is visible if the link is not
overloaded. This is the baseline. If the interference traffic
is added and the NRPs are not enforced by the switch, all
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FIGURE 23. Mean packet loss measured by P4TG with and without traffic
shaping according to NRPs.

streams see a high packet loss between 40 % and 60 %>.
Therefore, the reserved bandwidth for the NRPs is not
guaranteed. If the NRPs are enforced by the switch, the
interference traffic is dropped. As a result, the egress link
is not overloaded and the NRP streams see no packet loss.
Their reserved bandwidth is guaranteed.

This evaluation has shown that the MNA network slicing
action can indicate NRPs in the MPLS stack to enforce
network resource reservations. The focus in this work lies
on the indication of the NRP selector in a network action.
For practical use, a management and orchestrator (MANO)
framework is required. More information about network
slicing with bandwidth guarantees in P4 switches can be
found in [55].

VIIl. Constraints for Header Stacking in MNA

In this section, we explain two constraints that apply to
header stacking in MNA. First, we describe a constraint
resulting from the available resources (RLD) in hardware.
Then, based on our implementation, we describe a constraint
arising from the maximum NAS sizes that need to be
supported in the proposed MNA framework. As the latter
constraint makes LSRs with small RLD not usable for MNA,
we suggest that LSRs may support lower NAS sizes and to
signal these values in addition to the RLD so that hardware
with lower processing capabilities can be integrated into
MNA domains.

A. Constraints for Header Stacking due to Readable
Label Depth (RLD)

In general, hardware can only parse limited bytes of a
packet header. This limitation results from the hardware
resources available on the device such as memory. Addition-
ally, the complexity of a packet parser is limited to facilitate

3We observe different drop probabilities for the different flows although
they travel jointly over the same link. The reason for this phenomenon is
that the traffic is strictly CBR. Therefore, we see periodic arrival behavior
at the bottleneck link and packets of some flows get dropped more often

than packets of other flows within a period due to combinatorial effects.
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packet processing within a single packet cycle. Header sizes
that exceed the available resources for parsing cannot be
processed in a single packet cycle and, therefore, are an
obstacle for packet forwarding at line rate. Thus, for practical
deployment, the relevant information in the header must fit
within the readable bytes. In MNA, this translates to the so-
called readable label depth (RLD) [8] which indicates the
number of LSEs a node can parse.

The RLD is a critical parameter of LSRs when deploying
MNA in MPLS networks. In the current proposal, LSRs
signal their RLD to the ingress LERs using a routing protocol
such as IS-IS [56] or OSPF [57]. The ingress LER must
ensure that a NAS determined for a node is within the RLD
when the packets reach that node. This is done based on
the signaled RLD parameter. An HBH-scoped NAS can be
located at the bottom of stack. However, if this HBH-scoped
NAS is not within the RLD of an intermediate node, the
ingress LER places copies of that NAS within the RLD to
ensure that the NAS can be found by that node. Only the
topmost HBH NAS copy is processed by a node. An example
is given in Figure 24 and further described below.

Layer 2 header

>2MPLS label L1
MPLS label L, |RLD

Layer 2 header

%MPLS label Ly

|x{§} NAS HBH|RLD Layer 2 header

| {0} NAS HBH| l
MPLS label L3 MPLS label L3 32MPLS label L3 T
| NAS HeH| | NAS HeH| b2{c NAS ”B”|RTD

Layer 3 header Layer 3 header Layer 3 header

—\i;®— Label L1 ;ié— Label Lp ;*@_;

LSR Ry LSR R> LER R3

‘ {ﬁ} NAS processed XLSES popped ‘

FIGURE 24. An example MPLS label stack with one HBH-scoped NAS in
the RLD for each node. As the RLD of LSR R; and R is limited to 3 LSEs,
a copy of the HBH-scoped NAS is placed within the RLD of those LSRs.

In Figure 24, the nodes have an RLD of three LSEs*.
Placing a single HBH-scoped NAS at the bottom-of-stack
is therefore not sufficient because it is not within the RLD
of LSR R;. The ingress LER must place the HBH-scoped
NAS below the forwarding label L, and a copy of the HBH-
scoped NAS below forwarding label L3 to ensure that all
nodes can process the NAS in their RLD. R; parses all LSEs
in its RLD and processes the HBH-scoped NAS found below
the forwarding label Ly. Ro processes the HBH-scoped NAS
found below the forwarding label Lo and pops that NAS
after processing. Finally, R3 processes the copy of the HBH-
scoped NAS found below the forwarding label Ls.

4For simplicity in the example, we treat a NAS as a single LSE. In
reality, each NAS may contain up to 17 LSEs.
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B. Constraints for Header Stacking due to Maximum NAS
Sizes

Both select-scoped NAS and HBH-scoped NAS can contain
up to 17 LSEs. Since a node may need to process both
a select-scoped NAS and an HBH-scoped NAS, it requires
two arrays of maximum NAS size to parse both NAS. We
denote these sizes as marLSEs3¢ist and max LSEsERY.
Since the HBH-scoped NAS may not immediately follow
the select-scoped NAS but be located deeper in the stack,
the LSEs in between are parsed into a third array which
we call the in-between stack and which is maz LSEsbwn
LSEs large. Thus, the RLD comprises one forwarding label,
a maximum select-scoped NAS, the in-between stack, and
a maximum HBH-scoped NAS. As maxzLSEs3¢ss and
mazLSEs{EY are 17 LSEs according to the proposed
standard [14], and the RLD is given by the hardware, the
size of the in-between stack can be computed by Equation 6.

maxLSEs?t"" = RLD — maxLSEs¢'c¢

(6)
— maxLSEsﬁ]jg - 1.

This holds under the assumption that the hardware imple-
mentation cannot share the memory for parsing the select-
scoped NAS, the HBH-scoped NAS, and the in-between
stack, which is the case for P4A-MNA. The relation between
the three arrays and the RLD is depicted on the left side in
Figure 25. In case of PA-MNA, RLD = 51, therefore, the in-
between stack can contain up to 16 LSEs. They contain any
LSE between the two NAS, i.e., forwarding labels, special
purpose labels, and network actions. This seems a low value
compared to a maximum NAS size. Moreover, we conclude
from Equation 6 that MNA-capable hardware must have an
RLD of at least 35 LSEs, which may be problematic for
some hardware platforms.

Reduced NAS

Layer 2 header

MPLS label

{ Select NAS
FormatA, B

Maximum-sized NAS
Layer 2 header
MPLS label
NAS
17 LSE Format A, B I A ||| <7+ Format ciD

RLD <15 * Format C/D }
51LSE ’

1LSE

}1 LSE

Select
9 LSE

parsed but
unprocessed
MPLS labels

parsed but
unprocessed
MPLS labels
HBH

<16 LSE

NAS
Format A, B
<15 * Format C/D

17 LSE

neH || |HBH  NAS
eraxLSEsNAS L Format A, B

<7 * Format C/D

! unparsed, ! unparsed,
; unprocessed | ! unprocessed |
1 MPLS labels 1 MPLS labels

FIGURE 25. The maximum size of a NAS in the IETF proposal is
mazLSEsf\,ellfgt = mawLSEsﬁﬁg = 17. P4-MNA has a RLD of 51 LSEs.
This leaves 17 LSEs for other purposes. If the parameters
mazLSEs3ecst and max LSEsKEE are reduced, more LSEs are

available for other purposes.

C. Signaling Maximum NAS Sizes
The problems observed with a small in-between stack or
a minimum RLD of 34 LSEs for MNA-capable hardware
are due to the fact that a NAS can be up to 17 LSEs in
size. However, many network actions, or even a combination
of many actions, do not require 17 LSEs in a NAS. We
now propose that a NAS can be up to 17 LSEs in size,
but nodes can also support smaller NAS. To avoid receiving
packets with larger NAS, we suggest that the node-specific
maximum NAS sizes marLSEs3¢%st and maz LSEsIEY
are signaled to all ingress LERs, just like the RLD. This
allows hardware with a lower RLD to be used for MNA.
An example is given on the right side of Figure 25.
We choose mazLSEs$%s = maxLSEsHEE = 9
for P4A-MNA. With an RLD of 51 LSEs this leaves
mazLSEst"w" = 32 LSEs for the in-between stack accord-
ing to Equation 6. Moreover, there is no longer a minimum
RLD for MNA-capable nodes as the maximum NAS sizes
can be adjusted to fit within the RLD of the node. However,
in turn, the supported NAS sizes may be too small for some
applications.

IX. Challenges with Mutable Data in an ISD
Implementation

In this section, we explain the concept of mutable data and
describe a challenge when using mutable data with in-stack
data (ISD).

Mutable data in MNA refers to data in which the value
in one of the data fields of a NAS changes during packet
forwarding. An example of mutable data in MNA is the
collection of telemetry data along a path in the context
of IOAM in passport mode. Here, each node on the path
adds information to the NAS, such as its node ID. This
information must not be discarded during packet forwarding,
i.e., the NAS containing this information must not be popped.

For backward compatibility, the range of use cases that
can be implemented with ISD is limited because mutable
data is constrained. This constraint results from the protocol
design and not from the P4-MNA implementation. The first
20 bits, i.e., the MPLS label, are often hashed for ECMP load
balancing and therefore must not be altered in transit. The
number of LSEs used for hashing varies in implementations
from one up to 16 MPLS labels [58]-[60]. Entropy labels [2]
may be introduced to account for ECMP load balancing and
to avoid the need to hash the MPLS stack. However, this does
not provide full backward compatibility as legacy devices
may not support entropy labels.

A NAS with the maximum possible number of mutable
bits according to the MNA encoding is illustrated in Fig-
ure 26. The first 20 bits of an LSE are hashed for ECMP
and must not be modified. The remaining 12 bits are partially
occupied by length fields and other flags, such as the bottom
of stack bit. Therefore, in a Format B LSE, zero bits, in a
Format C LSE seven bits, and in a Format D LSE, eleven
bits are mutable.
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FIGURE 26. A NAS carrying the maximum number of mutable bits
(hatched) consists of a Format B LSE, followed by seven Format D LSEs,
one Format C LSE, and seven Format D LSEs.

In Figure 26, a NAS with 424 data bits is shown. However,
only 161 of those data bits are mutable. The overall size of
the NAS is 544 bits (68 B). Therefore, only a fraction of the
NAS, i.e., = 30%, can be used for mutable data. Further, the
number of AD LSEs for a single network action is limited
to seven. Therefore, only 77 mutable bits are available to a
network action in the Format B encoding, and 84 bits in the
Format C encoding.

The passport method described for [IOAM in Section I1I-B
collects information from LSRs along a path, e.g., ingress
timestamps. Here, each LSR adds a timestamp to the packet.
Because collected timestamps are 32-bit wide [22], an in-
stack network action can carry only two timestamp values
as mutable ISD for an entire LSP.

If a network action requires a lot of mutable data, ISD
is inefficient because it wastes bits that cannot be mutated.
Alternatively, mutable data can be carried as post-stack data
(PSD) where all bits are mutable [61]. With PSD, AD is
placed after the bottom-of-stack. An implementation of the
MNA framework leveraging PSD is out-of-scope for this
work but will be explored in the future.

When using SR-MPLS, the top-of-stack forwarding label
is popped per segment. Therefore, a NAS below the forward-
ing label is also popped. These NAS cannot contain mutable
data because they do not reach the destination. When SR-
MPLS is used with in-stack mutable data, the mutable data
must be at the bottom of the stack to avoid them being
popped. In this case, the RLD of each LSR must be large
enough to parse the entire MPLS stack, i.e., the mutable data
located in the NAS at the bottom of the stack.

X. Security Considerations

In this section we describe security risks and considerations
arising from the use of the MNA framework. Currently,
there are three security risks that are considered in the MNA
drafts [8], [14]. The first is link-level security, the second is
MNA information originating from other domains, and the
third is the syntax and semantics of network actions.

A. Link-Level Security

The information contained in network actions is sensitive
and may be exploited or manipulated for attacks. Thus,
MNA traffic should be protected from eavesdropping and
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manipulation. However, the MPLS protocol does not have a
built-in security mechanism. Link-level security mechanisms
such as MACSec can be employed to prevent eavesdropping
on traffic using confidentiality and authentication. Further,
there is a draft for opportunistic encryption for hop-by-hop
and end-to-end encryption in MPLS [62]. However, end-
to-end encryption is not feasible with hop-by-hop MNA
processing as nodes need to inspect the contents of the MPLS
stack [8].

B. MNA Information Originating from Other MPLS
Domains

An MPLS network must be protected from processing MPLS
labels originating outside the network, e.g., label stacks
forged by an attacker [8], [14]. LSRs must process only
label stacks including network actions intended for them.
This is trivial within a single domain, but challenging in a
multi-domain context. We consider the example in Figure 27
where traffic from customer domain D; is tunneled through
a provider domain D5 into customer domain Ds. D; and
D3 are under the same administrative control while D, is
not. LER R; pushes LSEs including network actions onto
packets that are intended for processing by R; and R4 but
not for processing by Ry and Rs.

[t/Label Lx| |%¢ Label Ly
Label Lq Label Ly Label Lq Label L,
NAS HBH HBH NAS HBH HBH

Ry

Domain Dy

LSE pushed  $Z LSE popped

NAS NAS
Ll '"LX"" LX Ll’)
R, R, R,
Transit domain D, Domain D3
[ &)

FIGURE 27. Traffic between two domains under the same administrative
control is tunneled through a provider domain under different
administrative control.

In the provider domain Ds, the LERs R and R3 must
be protected from erroneously processing the HBH-scoped
NAS which is intended only for LSRs R; and R,4. Several
options are possible. First, if MNA is not supported in the
provider domain, the network actions are not executed and
can be forwarded through the provider domain. However,
in this case, the provider domain cannot take advantage of
MNA. Second, if the ingress LER has an RLD equal to or
greater than all other LSRs in the provider domain, it can
drop all incoming packets that contain network actions in
reach for any LSR of D,. However, this does not allow
MNA traffic to pass through the provider domain. In a third
solution, the ingress LER Ry pushes an entire new MPLS
stack including a bottom of stack bit so that all LSRs in the
provider domain stop parsing the stack beyond that bit. This
also prevents them from executing the HBH-scoped network
actions because it isolates the MNA information into two
separate domain-specific stacks [8].
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The LSRs in the customer domain D3 must be protected
from executing network actions that may be inserted by
an adversarial provider. As a simple solution, the ingress
LER R4 may drop any incoming traffic containing network
actions. However, then network actions cannot be used
between D; and D3 which are under the same administrative
control. To support MNA, the ingress LER R4 may forward
external packets from a set of non-critical network actions
such as NFFRR and block critical network actions such as
for network slicing. As a third solution the customer trusts
its service provider and accepts all MNA traffic for execution
in domain Ds.

C. Syntax and Semantics of Network Actions

Operators must ensure that ingress LERs enforce syntac-
tically correct NAS. Otherwise, the MPLS stack will be
corrupted resulting in packet loss. In addition, network
actions are semantically unbounded, i.e., they are not re-
stricted to a fixed feature set but can describe arbitrary
operations. For example, a network action could be defined
that unintentionally enables manipulating a node’s memory
to compromise forwarding or facilitate eavesdropping. The
IETF must therefore ensure that only secure network actions
are defined that do not compromise the security of the net-
work. Some opcodes are reserved for locally defined network
actions. In this case, implementers and network operators
must ensure that these network actions are secure [14].

Xl. Conclusion

In this paper, we gave an overview of the concepts and
the header encoding in the MNA framework proposed by
the IETF. We summarized the use cases identified by the
working group and gave an outlook on how they can be
implemented in the MNA framework. Network actions in the
MNA framework are conceptually similar to IPv6 extension
headers (EH). However, IPv6 EH are insufficiently supported
on hardware platforms, mostly due to their flexible header
encoding that allows for large payloads. Therefore, we
verified the feasibility of the encoding introduced with MNA
for hardware platforms.

This paper presents P4-MNA, the first implementation
of the MNA framework. It shows that the proposed MNA
framework is well implementable on programmable hard-
ware such as the Intel Tofino™ 2 switching ASIC with a
line speed of 400 Gb/s per port. We analyzed the scalability
of P4-MNA regarding the number of processable LSEs, the
number of implementable network actions, and the complex-
ity of network actions. P4-MNA is capable of parsing and
processing 51 LSEs containing up to 32 network actions at
a line speed of 400 Gb/s. The evaluation demonstrated that
P4-MNA can efficiently process multiple network actions
while maintaining line speed and minimal latency validating
its suitability for high-speed networks. Further, we showed
the capability of P4-MNA to implement custom network
actions such as link-specific packet loss measurement using
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AMM and bandwidth reservation with network slicing. The
source code is publicly available on GitHub [49].

We explained how the readable label depth (RLD) con-
strains header stacking in MNA and argued that header
stacking is also constrained by maximum NAS sizes. There-
fore, we proposed to make maximum NAS sizes a hardware
parameter and signal them like the RLD. This facilitates the
integration of hardware with smaller RLD into MNA-enabled
domains. A detailed signaling proposal will be introduced in
the future.

We explained that some bits of the MPLS header for in-
stack data (ISD) must not be changed by intermediate hops
for compatibility reasons so that only 30 % of the available
bits can be used for mutable data. Therefore, the IETF has
also proposed the post-stack data (PSD) approach where
all available bits can be used for mutable data, but PSD is
considered more complex than ISD. Future work will include
an implementation of MNA with PSD and its analysis as well
as a demonstration of use cases with on-path data collection.

Finally, we summarized the security risks currently being
considered by the working group which include link-level
security, MNA information originating from other MPLS
domains, and the syntax and semantics of network actions.

Erratum

After publication in IEEE OJCOMS [63], it was identified
that Figures 8(a), 8(b), and 27 were incorrectly rendered
due to duplication and formatting issues introduced during
production. An official Erratum has been published and is
linked on the IEEE Xplore page [64]. The figures included
in this version are correct.

List of Abbreviations

AD ancillary data

AMM alternate-marking method
bSPL base Special Purpose Label
CBR constant bit rate

ECMP equal-cost multi-path

EH Extension header

eSPL extended Special Purpose Label
FRR Fast Reroute

HBH hop-by-hop

12E ingress-to-egress

ISD  in-stack data

LER Label Edge Router

LSE Label Stack Entry

LSP  Label Switched Path

LSR Label Switching Router

MAT  match+action table

MNA MPLS Network Actions

MPLS Multiprotocol Label Switching
NAL Network Action Length

NASL Network Action Sub-stack Length
NAS Network Action Sub-stack
NRP network resource partition
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NSH network service header

OAM operations, administration and maintenance

P4 Programming Protocol-independent Packet
Processors

PSD post-stack data

RLD readable label depth

SFC  service function chaining

SID  segment identifier

SR segment routing

TC traffic class
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